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PROBLEM TO BE SOLVED: To make it possible to protect 
biological data with high safety by putting them in a 
management range at hand of a user and to reduce a feeling of 
resistance and a risk of leakage of the biological data. 



SOLUTION: This user confirmation system consists of a sensor 
1 1 for performing a biological measurement, a biological data 
holding part 12 for holding biological data, a tamper proof 
sensor module la that is equipped with a collating calculation 
part 13 which collates measurement information measured by 
the sensor with the biological data in the biological data holding 
part and outputs a notification of the fact when a person 
concerned is confirmed by the collated result, an IC card 3a that 
performs a data output by corresponding to that a user 
confirmation is made when the notification is received, a 
confirmation processing part 17, an operation processing part 19 
and a communication means 2a for performing a communication 
between the sensor module and the IC card. 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the 
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2 — 

3 CLAIMS 

4 . _ 

5 [Claim(s)] 
6 

7 [Claim 1] While collating the measurement information measured by said sensor, and the living body data 

8 of said living body data-hold circles with the living body data-hold section holding the sensor which 

9 performs somatometry, and living body data, and a list The sensor module of the tamper-proof nature 

10 equipped with the collating count section which outputs a notice to that effect when checked with him from 

1 1 a collating result, The user check system by the living body data characterized by consisting of means of 

12 communications which performs the communication link between the IC card which performs data output 

1 3 made corresponding to the user check having been carried out, and said sensor module and said IC card if 

14 said notice is received. 
15 

1 6 [Claim 2] While collating the sensor module equipped with the sensor which performs somatometry, and 

17 the measurement information measured by the living body data-hold section holding living body data, and 

18 said sensor and the living body data of said living body data-hold circles If said notice is received in the 

19 collating count section and the list which output a notice to that effect when checked with him from a 

20 collating result The user check system by the living body data characterized by consisting of means of 

21 communications which performs the communication link between the IC card of the tamper-proof nature 

22 equipped with the data-processing section which performs data output made corresponding to the user 

23 check having been carried out, and said sensor module and said IC card. 
24 

25 [Claim 3] While collating the measurement information measured by the decode section which receives the 

26 sensor which performs somatometry, and the enciphered living body data, and decrypts this, and the list by 

27 said sensor, and said decrypted living body data When checked with him from a collating result, while 

28 holding the sensor module equipped with the collating count section which outputs a notice to that effect, 

29 and said enciphered living body data If the notice from said collating count section is received in the living 

30 body data-hold section and the list which send out the enciphered living body data concerned to said sensor 

3 1 module The user check system by the living body data characterized by consisting of means of 

32 communications which performs the communication link between the IC card of the tamper-proof nature 

33 equipped with the data-processing section which performs data output made corresponding to the user 

34 check having been carried out, and said sensor module and said IC card. 
35 

36 [Claim 4] The user check system by the living body data according to claim 3 characterized by giving 

37 tamper-proof nature to said sensor module. 
38 

39 [Claim 5] While collating the sensor module equipped with the sensor which performs somatometry, the 

40 measurement information measured by the decode section which receives the enciphered living body data 

41 and decrypts this, and the list by said sensor, and said decrypted living body data When checked with him 

42 from a collating result, while holding the computer equipped with the collating count section which outputs 

43 a notice to that effect, and said enciphered living body data If the notice from said collating count section is 

44 received in the living body data-hold section and the list which send out the enciphered living body data 

45 concerned to said computer The IC card of the tamper-proof nature equipped with the data-processing 

46 section which performs data output made corresponding to the user check having been carried out, The user 

47 check system by the living body data characterized by consisting of means of communications which 

48 performs the communication link between said sensor modules, said IC cards, and said computers. 

50 [Claim 6] said IC card - a user — claim 1 characterized by containing the digital signature by said signature 

5 1 means in the data output made corresponding to having had a signature means to perform his digital 

52 signature, and said user check having been carried out thru/or the user check system according to living 

53 body data any or given in I term among 5. 
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2 [Claim 7] the sensor module equipped with the sensor which performs somatometry, and a user the living 

3 body data enciphered by his log on password The living body data-hold section held as information which 

4 shows that the user concerned has the authority corresponding to a user demand, When said user demand 

5 and said log on password are inputted into a list, while decrypting the living body data of said living body 

6 data-hold section by said log on password When the measurement information measured by this decrypted 

7 living body data and said sensor is collated and he and authority are checked by that collating result The 

8 user check system by the living body data characterized by consisting of means of communications which 

9 performs the communication link between the computer equipped with the collating count section which 

10 outputs the notice of a purport which should carry out said user demand, and said computer and said sensor 

1 1 module. 
12 

1 3 [Claim 8] In the user check system which performs data encryption processing while consisting of the 

14 sensor which performs somatometry, a computer, and an IC card and performing a user check said IC card 

1 5 The living body data-hold section which has tamper-proof nature and holds living body data, The 1st code 

1 6 count section in said data encryption processing which performs processing in part, The list is equipped 

17 with the cryptographic key attaching part holding the cryptographic key used for processing in said 1st 

1 8 code count section at least. Said computer It has at least the 2nd code count section which will perform 

19 other processings in said data encryption processing if the notice of a user check is received. Furthermore, 

20 while collating the measurement information measured by said sensor, and the living body data of said 

2 1 living body data-hold circles The user check system by the living body data characterized by consisting of a 

22 collating count means to output said notice of a user check to said 2nd code count section when checked 

23 with him from a collating result, and means of communications which performs the communication link 

24 between said sensors, said IC cards, and said computers. 
25 

26 [Claim 9] a computer -- a user with the living body data-hold function which shows that the user 

27 concerned has the authority corresponding to a user demand for the living body data enciphered by his log 

28 on password and which is held as information When said user demand and said log on password are 

29 inputted, while decrypting said living body data by said log on password When the measurement 

30 information by which somatometry was carried out to this decrypted living body data is collated and he and 

3 1 authority are checked by that collating result The record medium which recorded the program for realizing 

32 the collating count function which outputs the notice of a purport which should carry out said user demand 

33 and in which computer reading is possible. 
34 

35 [Claim 10] When the notice of a user check is received in a computer While performing processing in part, 

36 from the exterior reception and its processing result for the processing result of other processings in this 

37 data encryption processing in data encryption processing Said code count function for processing to use a 

38 part and to complete encryption processing, While collating the measurement information and the living 

39 body data for a user check by which somatometry was carried out a collating result « a user -- the record 

40 medium which recorded the program for realizing the collating count function to perform said notice of a 

41 user check on said code count function when checked with him and in which computer reading is possible. 

43 [Claim 1 1 ] A living body data-hold means to output this enciphered living body data to an external device 

44 while holding the enciphered living body data, the measurement information by which somatometry was 

45 carried out to said living body data a user, if the collating result of the purport checked with him is 

46 notified from said external device The IC card characterized by having a data-processing means to perform 

47 data output made corresponding to the user check having been carried out, and having tamper-proof nature. 
48 

49 [Claim 12] Said external device is an IC card according to claim 1 1 characterized by being the sensor 

50 module which has the sensor which performs somatometry. 
51 

52 [Claim 13] Said external device is an IC card according to claim 1 1 characterized by being a computer. 

54 [Claim 14] said data-processing means -- a user - claim 1 1 characterized by containing the digital 

55 signature by said signature means in the data output made corresponding to having had a signature means 
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1 to perform his digital signature, and said user check having been carried out thru/or the inside of 13 - an IC 

2 card any or given in 1 term. 
3 

4 [Claim 15] a living body data-hold means to output said living body data to the external device which 

5 performs a user check using this living body data while holding living body data, and the part in data 

6 encryption processing, while performing processing using a cryptographic key The IC card characterized 

7 by equipping the external device which performs other processings in this data encryption processing with 

8 said code count means to output the processing result of processing in part, and a cryptographic key 

9 maintenance means to hold said cryptographic key, and having tamper-proof nature. 
10 
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1 

2 

3 DETAILED DESCRIPTION 

4 

5 [Detailed Description of the Invention] 

6 

7 

8 TECHNICAL FIELD 

9 

1 0 [Field of the Invention] 
11 

12 [0001] This invention relates the digital signature processing using an IC card, the use authority check of 

1 3 calculating-machine software or the use authority check of data encryption processing, etc. to a record 

14 medium at convenient, the user check system by the living body data for carrying out to insurance, and an 

15 IC card list. 

16 

17 PRIOR ART 

18 : 

1 9 [Description of the Prior Art] 
20 

2 1 [0002] The magnetic card is mainly used to check a user from the former for the credit card, the close 

22 leaving managed card, etc. On the other hand, the effectiveness which prevents forgery and an information 

23 leak of a card is expected, and a highly efficient IC card is beginning to be used recently with the high 

24 security which built in the semiconductor chip. 
25 

26 [0003] However, even if it uses an IC card, it is difficult to prevent it to being used improperly by others 

27 according to loss or a theft, or a false using improperly as loss. 
28 

29 [0004] Although it is performed that it is going to reduce an unauthorized use by registering the password 

30 corresponding to an IC card, as for a password, memorizing is troublesome, and there are a danger of 

3 1 forgetting, and a danger of it being read by others and revealing a memorandum, and it can never be said 

32 that it is convenient. 
33 

34 [0005] recently - a fingerprint and a palm -- there is a motion which is going to perform close leaving 

35 management and an access control combining the biometrics and the IC card which are the technique of 

36 measuring living body data like type and checking him. It is thought that the various problems produced by 

37 loss of a card, the theft, leakage, oblivion, etc. are solved by this. 
38 

39 [0006] However, a user's feeling [ / that only / not a thing like a password that can be created freely but / 

40 the information on its body (living body data) is registered into somewhere by one side ] of resistance, and 

41 a user's insecurity over the weak spot where modification like a password is not effective when it is 

42 revealed, and a leakage trouble remain firmly. [ best ] Therefore, to use biometrics for a user check, it is 

43 necessary to build the system which proposes a technique whose above-mentioned feeling of resistance 

44 decreases, and can prevent leakage of living body data effectively. 
45 

46 [0007] Furthermore, in the environment where the use authority check of calculating-machine software 

47 with usually not using [ much ] an IC card is performed, there is no medium which holds living body data 

48 safely, and when using biometrics, living body data must be stored on the storage of a calculating machine. 

49 However, there is a danger that living body data will be revealed with reverse engineering in this case. 
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1 

2 

3 TECHNICAL PROBLEM 

4 

5 [Problem(s) to be Solved by the Invention] 
6 

7 [0008] As mentioned above, with the technique which uses together a conventional IC card and a 

8 conventional password, there is a trouble of the danger of troublesomeness, oblivion, or leakage. 

9 [0009] Moreover, in concomitant use of an IC card and biometrics, the feeling of resistance of the 

1 0 information on its body (living body data) being registered and the danger that living body data will be 

1 1 revealed to a third person remain. 
12 

1 3 [0010] Furthermore, when use authority was checked in the environment where an IC card is not used, 

14 using biometrics, there was no approach of recording living body data on insurance. 

16 [001 1] it make it possible to have make this invention in consideration of the above-mentioned situation , to 

1 7 be able to put it on the management range of a user hand as it be also at high safety about living body data , 

18 to be able to protect it , as a result to reduce a user's feeling of resistance , and the leakage danger of living 

19 body data , and aim at provide the user check system and IC card list by living body [ with the high 

20 certainty of a user check ] data with little troublesomeness on use with a record medium further . 

21 

22 

23 MEANS 

24 . 

25 [Means for Solving the Problem] 
26 

27 [0012] In order to solve the above-mentioned technical problem, invention corresponding to claim 1 While 

28 collating the measurement information and the living body data of living body data-hold circles which were 

29 measured by the sensor with the living body data-hold section holding the sensor which performs 

30 somatometry, and living body data, and a list The sensor module of the tamper-proof nature equipped with 

3 1 the collating count section which outputs a notice to that effect when checked with him from a collating 

32 result, When a notice is received, it is a user check system by the living body data which consist of means 

33 of communications which performs the communication link between the IC card which performs data 

34 output made corresponding to the user check having been carried out, and a sensor module and an IC card. 

35 

36 [0013] since this invention established such a means, while the living body data of living body data-hold 

37 circles are protected by the sensor module of tamper-proof nature, being able to protect that it is also at 

38 high safety about living body data and reducing the leakage danger of living body data - further -- the 

39 troublesomeness on use -- few - carrying out -- a user -- him -- certainty of a check can be made high. 

40 

41 [0014] Next, while invention corresponding to claim 2 collates the sensor module equipped with the sensor 

42 which performs somatometry, and the measurement information and the living body data of living body 

43 data-hold circles which were measured by the living body data-hold section holding living body data, and 

44 the sensor If a notice is received in the collating count section and the list which output a notice to that 

45 effect when checked with him from a collating result It is a user check system by the living body data 

46 which consist of means of communications which performs the communication link between the IC card of 

47 the tamper-proof nature equipped with the data-processing section which performs data output made 

48 corresponding to the user check having been carried out, and a sensor module and an IC card. 
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1 

2 [0015] Since such a means was established, the same effectiveness as invention corresponding to claim 1 is 

3 acquired, and also by having prepared in the IC card of tamper-proof nature, the living body data-hold 

4 section can be put on the management range of a user hand as it is also at high safety about living body 

5 data, and this invention can protect it, as a result can reduce a user's feeling of resistance. 

6 

7 [0016] Next, while invention corresponding to claim 3 collates the measurement information measured by 

8 the decode section which receives the sensor which performs somatometry, and the enciphered living body 

9 data, and decrypts this, and the list by the sensor, and the decrypted living body data When checked with 

1 0 him from a collating result, while holding the living body data enciphered as the sensor module equipped 

1 1 with the collating count section which outputs a notice to that effect If the notice from the collating count 

12 section is received in the living body data-hold section and the list which send out the enciphered living 

1 3 body data concerned to said sensor module It is a user check system by the living body data which consist 

14 of means of communications which performs the communication link between the IC card of the tamper- 

1 5 proof nature equipped with the data-processing section which performs data output made corresponding to 

1 6 the user check having been carried out, and a sensor module and an IC card. 

17 

1 8 [001 7] Since this invention established such a means, the same effectiveness as invention corresponding to 

19 claim 2 can be acquired. 

20 

21 [001 8] Moreover, invention corresponding to claim 4 is a user check system by the living body data which 

22 gave tamper-proof nature to the sensor module in invention corresponding to claim 3. 

23 

24 [0019] Since this invention established such a means, it can acquire the same effectiveness as invention 

25 corresponding to claim 3, and also it can raise the safety of living body data etc. further. 

26 

27 [0020] Furthermore, the sensor module equipped with the sensor by which invention corresponding to 

28 claim 5 performs somatometry, While collating the measurement information measured by the decode 

29 section which receives the enciphered living body data and decrypts this, and the list by the sensor, and the 

30 decrypted living body data When checked with him from a collating result, while holding the living body 

3 1 data enciphered as the computer equipped with the collating count section which outputs a notice to that 

32 effect If the notice from the collating count section is received in the living body data-hold section and the 

33 list which send out the enciphered living body data concerned to a computer It is a user check system by 

34 the living body data which consist of means of communications which performs the communication link 

35 between the IC card of the tamper-proof nature equipped with the data-processing section which performs 

36 data output made corresponding to the user check having been carried out, a sensor module and an IC card, 

37 and a computer. 

38 

39 [0021] Since this invention established such a means, while a certain extent is obtained in the same 

40 effectiveness as invention corresponding to claim 2, a simple and cheap system can be built. 

41 

42 [0022] invention corresponding to claims 1-5 in invention corresponding to [ further again ] claim 6 

43 setting an IC card -- a user — it is a user check system by the living body data with which the digital 

44 signature by the signature means is contained in the data output made corresponding to having had a 

45 signature means to perform his digital signature, and the user check having been carried out. 

46 

47 [0023] Since this invention established such a means, the same effectiveness as invention corresponding to 

48 claims 1-5 is acquired, and also the digital signature system using an IC card can be built. 
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2 [0024] The sensor module equipped with the sensor by which invention corresponding to claim 7 performs 

3 somatometry on the other hand, a user the living body data enciphered by his log on password The living 

4 body data-hold section held as information which shows that the user concerned has the authority 

5 corresponding to a user demand, When a user demand and a log on password are inputted into a list, while 

6 decrypting the living body data of the living body data-hold section by the log on password When the 

7 measurement information measured by this decrypted living body data and sensor is collated and he and 

8 authority are checked by that collating result It is a user check system by the living body data which consist 

9 of means of communications which performs the communication link between the computer equipped with 

10 the collating count section which outputs the notice of a purport which should carry out a user demand, and 

11 a computer and a sensor module. 

12 

13 [0025] Since this invention established such a means; the living body data enciphered with the password 

14 can keep the secret, even if it reveals independently, and can also keep the use authority of software. 

1 5 . moreover, the user using biometrics -- him « since a check and an authority check are made - the 

1 6 troublesomeness on use - few -- carrying out -- a user -- him -- certainty of a check can be made high. 

17 

1 8 [0026] Moreover, invention corresponding to claim 8 is set to the user check system which performs data 

19 encryption processing while consisting of the sensor which performs somatometry, a computer, and an IC 

20 card and performing a user check. The living body data-hold section which an IC card has tamper-proof 

21 nature, and holds living body data, The 1st code count section in data encryption processing which 

22 performs processing in part, The list is equipped with the cryptographic key attaching part holding the 

23 cryptographic key used for processing in the 1st code count section at least. A computer If the notice of a 

24 user check is received, while having at least the 2nd code count section which performs other processings 

25 in data encryption processing and collating further the measurement information and the living body data of 

26 living body data-hold circles which were measured by the sensor When checked with him from a collating 

27 result, it is a user check system by the living body data which consist of a collating count means to output 

28 the notice of a user check to the 2nd code count section, and means of communications which performs the 

29 communication link between a sensor, an IC card, and a computer. 

30 

31 [0027] since this invention established such a means, living body data and a cryptographic key store in the 

32 high IC card of tamper-proof nature -- having « a trustworthy user « him « encryption processing can be 

33 performed after a check is made. Moreover, since he is trying for an IC card and a computer to share 

34 encryption processing, high encryption of secrecy nature is extremely realizable. 

35 

36 [0028] furthermore, invention corresponding to claim 9 -- a computer -- a user -- the living body data 

37 enciphered by his log on password When a user demand and a log on password are inputted as the living 

38 body data-hold function which shows that the user concerned has the authority corresponding to a user 

39 demand and which is held as information, while decrypting living body data by the log on password When 

40 the measurement information by which somatometry was carried out to this decrypted living body data is 

4 1 collated and he and authority are checked by that collating result It is the record medium which recorded 

42 the program for realizing the collating count function which outputs the notice of a purport which should 

43 carry out a user demand and in which computer reading is possible. 

44 

45 [0029] Since this invention established such a means, actuation of the computer in the user check system by 

46 the living body data indicated to claim 7 can be realized. 

47 

48 [0030] When the notice of a user check is received in a computer, invention corresponding to claim 10 

49 further again The code count function to complete encryption processing for the processing result of 

50 processing of the others in this data encryption processing in data encryption processing while performing 
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1 processing in part using reception and its processing result from the exterior, while collating the 

2 measurement information and the living body data for a user check by which somatometry was carried out - 

3 - a collating result - a user — when checked with him, it is the record medium which recorded the program 

4 for realizing the collating count function to perform the notice of a user check on the code count function 

5 and in which computer reading is possible. 

6 

7 [0031] Since this invention established such a means, actuation of the computer in the user check system by 

8 the living body data indicated to claim 8 can be realized. 

9 

10 [0032] On the other hand, while invention corresponding to claim 1 1 holds the enciphered living body data 

11 A living body data-hold means to output this enciphered living body data to an external device, the 

1 2 measurement information by which somatometry was carried out to living body data a user, if the 

1 3 collating result of the purport checked with him is notified from an external device It is the IC card 

14 characterized by having a data-processing means to perform data output made corresponding to the user 

1 5 check having been carried out, and having tamper-proof nature. 

16 

1 7 [0033] Since this invention established such a means, actuation of the IC card in the user check system by 

1 8 the living body data indicated to claim 3 or 5 can be realized. 

19 

20 [0034] Next, in invention corresponding to claim 1 1 in invention corresponding to claim 12, an external 

2 1 device is an IC card which is the sensor module which has the sensor which performs somatometry. 

22 [0035] Since this invention established such a means, actuation of the IC card in the user check system by 

23 the living body data indicated to claim 3 or 4 can be realized. 

24 

25 [0036] Moreover, invention corresponding to claim 13 is an IC card whose external device is a computer in 

26 invention corresponding to claim 1 1 . 

27 

28 [0037] Since this invention established such a means, actuation of the IC card in the user check system by 

29 the living body data indicated to claim 5 can be realized. 

30 

31 [0038] furthermore, invention corresponding to claims 11-13 in invention corresponding to claim 14 -- 

32 setting ~ a data-processing means ~ a user « it is the IC card with which the digital signature by the 

33 signature means is contained in the data output made corresponding to having had a signature means to 

34 perform his digital signature, and the user check having been carried out. 

35 

36 [0039] Since this invention established such a means, actuation of the IC card in the user check system by 

37 the living body data which also have the means of claim 6 further among invention corresponding to claims 

38 3-5 can be realized. 

39 

40 [0040] Moreover, while invention corresponding to claim 15 holds living body data a living body data-hold 

4 1 means to output living body data to the external device which performs a user check using this living body 

42 data, and the part in data encryption processing, while performing processing using a cryptographic key It 

43 is the IC card which is equipped with a code count means to output the processing result of processing to 

44 the external device which performs other processings in this data encryption processing in part, and a 

45 cryptographic key maintenance means to hold a cryptographic key, and has tamper-proof nature. 



JP 11-143833 11 



1 

2 [0041] Since this invention established such a means, actuation of the IC card in the user check system by 

3 the living body data indicated to claim 8 can be realized. 

4 

5 

6 EXAMPLE 

7 

8 [Embodiment of the Invention] 
9 

10 [0042] Hereafter, the gestalt of operation of this invention is explained. 
11 

12 [0043] As already stated, this invention aims at reducing a user's feeling of resistance to reducing the 

1 3 leakage danger of 1 living body data, and storing information machines and equipment for the living body 

1 4 data of 2 selves, and offers a means by which both both [ either or ] 1 and 2 is realizable. 

15 

16 [0044] Especially artificers examined many things about whether the above-mentioned purpose is 

1 7 realizable, when making biometrics apply to the IC card signature system as one gestalt of the user check 

1 8 system by living body data and building what kind of system. Here, an IC card signature system is a system 

19 which an IC card with the function to operate the digital signature function inside an IC card is used [ 

20 system ], and realizes shopping on sending by the electronic mail of extra sensitive information, and the 

21 Internet etc. by the digital signature, the case where biometrics is made to apply to this system -- a collating 

22 result with the sensor measurement information about living body data, such as a fingerprint, - being based 

23 - him ~ it checks and the above-mentioned digital signature function of an IC card is made to operate on it 

24 

25 [0045] Artificers examined four modules, i.e., an IC card, the sensor module, the computer (PC, IC card 

26 reader / writer ****), and the server as an element which can first constitute the IC card signature system 

27 (only henceforth an IC card signature system or a system) to which biometrics was made to apply. Next, 

28 when which module performed processing (living body (registration) data logging, collating count) 

29 performed in an IC card signature system, respectively, it examined whether the purpose of this invention 

30 could be attained. 

31 

32 [0046] Drawing 15 is drawing showing the component in the IC card signature system to which biometrics * 

33 was made to apply, and its combination result. 

34 

35 [0047] Priority is given to performing the owner check of an IC card by local processing in consideration of 

36 the user who dislikes registering with the central processing unit no living body data are [ central 

37 processing unit ] to a user among each candidate system shown in drawing 15 existing. Therefore, the thing 

38 using a server was excepted at this time of examination. It is because it will be thought that a user's feeling 

39 of resistance can be reduced if it is the system which can put living body data on the management range of 

40 a user hand, and can protect them. However, if in interpreting invention which is fruition of a technical 

41 result it is within the limits indicated by the claim when satisfactory [ especially concerning the above- 

42 mentioned feeling of user resistance ], the technique of using a server etc. is also included in the invention 

43 range. 

44 

45 [0048] Next, in consideration of usable in the same terminal (a sensor, PC) at many and unspecified 

46 persons, and convenience usable at a terminal further unspecified in the same person, it left as a candidate 

47 system what holds living body data to an IC card. 
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1 

2 [0049] In addition, what set living body data-hold and the collating count section in one module of tamper- 

3 proof nature (an 1C card or sensor module) considered as the candidate, and left. In this case, it is because 

4 the communication link between the living body data - collating count sections becomes unnecessary, a 

5 protocol becomes simple and security can also be made high. Here, tamper-proof nature is a property with 

6 the structure which cannot take out the object or information on internal outside easily with the original 

7 form. Although various approaches can be considered to realize this tamper-proof nature, about the 

8 concrete example of that approach, it mentions later. 

9 

10 [0050] In this way, as shown in drawing 15. five candidate systems especially considered to be effective 

1 1 out of much combination were found out. In addition, among this drawing, it is the identification code for 

12 performing device authentication between an IC card, PC, etc. which was described as "PIN", and it has 

1 3 distinguished the signature key. 

14 

1 5 [0051] Invention hereafter made corresponding to the candidate system shown in drawing 15 is explained 

1 6 in the 5th operation gestalt from the 1 st operation gestalt, and the alien system which is not shown in this 

1 7 drawing is further explained in the 8th operation gestalt from the 6th operation gestalt. 

18 

1 9 [0052] (Gestalt of implementation of the 1 st of invention) Drawing 1 is the block diagram showing an 

20 example of the user check system by the living body data concerning the gestalt of operation of the 1st of 

2 1 this invention. 

22 

23 [0053] This user check system is tamper-proof module one apparatus of the candidate systems of drawing 

24 15, and consists of sensor module la, computer 2a, and IC card3a. By this system, collating count is 

25 performed with living body data-hold by the sensor module la side, and sensor module la which performs 

26 only signature processing consists of a sensor 1 1, the living body data-hold section 12, the collating 

27 processing section 13, and the identification character string storing section 14 at the IC card 3a side. In 

28 addition, although not illustrated especially, CPU, memory, etc. are built in this sensor module la, and it 

29 has become it as [ perform / various information processing ]. 

30 

3 1 [0054] Here, a sensor 1 1 is a means which measures a fingerprint as somatometry and is made into 

32 electronic information, and each user's living body data are stored in the living body data-hold section 12. 

33 moreover, the sensor information and living body data with which the collating count section 13 was 

34 measured -- collating -- a user -- while judging whether you are him -- a user ~ when it is him, it is a means 

35 to notify an output to that effect. In addition, with this operation gestalt, the collating processing section 13 

36 outputs the identification character string (only henceforth a password) of the identification character string 

37 storing section 14 to IC card 3a through computer 2a. 

38 

39 [0055] Here, sensor module la is a stand-alone type, and has tamper-proof nature. In addition, a stand- 

40 alone type has a sensor 1 1 and the collating count section 13 at least in a tamper-proof sensor module. The 

41 security of this system is mainly based on the tamper-proof nature of the living body data in sensor module 

42 la, and the collating count section 13. For this reason, each part other than sensor 1 1 in sensor module la is 

43 constituted by IC of one chip. Moreover, module each component is stored in a firm case, and the lid opens 

44 it. Furthermore, if a lid is opened compulsorily, it is the structure by which the IC chip itself in which the 

45 living body data-hold section 12, the collating processing section 13, and the identification character string 

46 storing section 14 are stored is destroyed. With this operation gestalt, this case was embedded in the wall 

47 and the further tamper-proof nature is secured. 

48 

49 [0056] Moreover, it has led to having constituted each part 12, 13, and 14 other than sensor 1 1 from an IC 
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1 of one chip itself securing tamper-proof nature. For example, since information is held as it is on the 

2 magnetic tape front face at the magnetic card when password information is stored in a magnetic card, if 

3 even the structure of information maintenance is known, the above-mentioned password information can be 

4 read easily and tamper-proof nature is low. On the other hand, when it stores information in IC chip, 

5 information will be acquired from a terminal only after inputting a command etc. as an electrical signal 

6 from the chip terminal. A high technique is required for performing this actuation, and it can be said to be 

7 high [ tamper-proof nature ] that much. 

8 

9 [0057] Moreover, since living body data are used only within the same IC chip in the case of this operation 

1 0 gestalt, the external output of living body data is constituted so that it cannot do, in order the external 

1 1 output is unnecessary and to raise tamper-proof nature. 

12 

1 3 [0058] In addition, in this specification, when it is said that it has tamper-proof nature, the measure which 

14 all the all [ above-mentioned / above-mentioned either or ] is together put, and others can consider is taken. 

1 5 Moreover, in the case of a sensor module, it explained, but also in the case of an IC card, the same measure 

16 can raise tamper-proof nature here. Especially when it is an IC card, for example, if the case is opened, it is 

1 7 also possible to establish structure in which iron powder scatters on wiring and vanishes all maintenance 

1 8 information. 

19 

20 [0059] Moreover, it could be said that there is tamper-proof nature, when considering whether there is only 

21 any tamper-proof nature or there is nothing as a minimum argument, and contents to protect, for example 

22 are dedicated in one IC chip. 

23 

24 [0060] Next, the command output section 15 and the message output section 16 are formed in computer 2a. 

25 Moreover, an IC card reader & writer is contained in computer 2a, and this point is the same also with each 

26 following operation gestalt. 

27 

28 [0061] Furthermore, although especially computer 2a does not illustrate, it is possible to execute various 

29 application programs, such as a browser, and the Internet 4 is accessed with this operation gestalt. 

30 [0062] It connects with the virtual Mall further and on-line shopping has become possible [ from computer 

31 2a ] in the Internet 4. The sign "C" shown in computer 2a shows demand outputs, such as goods purchase to 

32 a virtual Mall, in the example of this operation gestalt mentioned later of operation, although it is the 

33 calculated message (digital signature processing etc.). 

34 

35 [0063] IC card 3a is equipped with the check processing section 17, the identification character string 

36 storing section 1 8, the data-processing section 19, and the private key attaching part 20, and resources 

37 which realize these each part, such as CPU and memory, are dedicated to IC of one chip. 

38 

39 [0064] The check processing section 17 notifies the check result to the data-processing section 19 as 

40 compared with the identification character string (password) in which the identification character string 

41 from sensor module la was stored by the identification character string storing section 18 in an IC card. 

42 That is, sensor module la and IC card 3a will share the identification character string for telling the 

43 information on whether he was checked or not from a sensor module in secrecy to an IC card. Specifically, 

44 what enciphered the identification character string by the side of a sensor module may be used exactly like 

45 [ the identification character string by the side of an IC card is the same as that of the identification 

46 character string by the side of a sensor module, or ] the encryption password in UNIX. Corresponding to 

47 the identification character string sent from the sensor module in short, the only identification character 

48 string in an IC card corresponds. 
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1 

2 [0065] the data-processing section 19 - a system user - a user -- if the notice of a check of being him is 

3 received from the check processing section 1 7, predetermined data processing will be performed and the 

4 calculated message C will be outputted. The **** message for example, on entrance management is 

5 sufficient as this message, and the equipment starting instruction of a computer etc. is sufficient as it. The 

6 data-processing section 19 is outputted to the virtual Mall on the Internet here as a message C which 

7 calculated the goods purchase demand based on the information on the message output section 16 while it 

8 performs a digital signature as a concrete example using the private key stored in the private key attaching 

9 part 20. 

10 

1 1 [0066] Next, actuation of the user check system by the living body data concerning the gestalt of operation 

12 of this invention constituted as mentioned above is explained. 

13 

14 [0067] As described above, in various cases, the user check system by living body data is applicable, but 

1 5 the example of operation is explained here taking the case of the case where a goods purchase demand is 

1 6 outputted to the virtual Mall on the Internet. 

17 

1 8 [0068] Drawing 2 is the flow chart showing the example of this operation gestalt of operation. 

19 [0069] In this example of operation, the personal computer (personal computer) as computer 2a is started in 

20 a house or a firm, browser software is started, and the case where it is going to connect with Internet 4 pan 

21 in a virtual Mall, and is going to carry out goods purchase is assumed. 

22 

23 [0070] A user makes a selection decision of goods and its purchase quantity in a virtual Mall, and clicks the 

24 buy button on a personal computer. As this actuation shows to drawing 1 , a command 15 is outputted to 

25 sensor module la and IC card 3a from computer 2a, and the display of various directions etc. is made on 

26 computer 2a (ST 1). 

27 

28 [0071] Here, in IC card 3a not being inserted in a system, the message "insert an IC card" is sent from 

29 computer 2a here, and IC card 3a is inserted in it by the user (ST2). In addition, it is notified that goods 

30 purchase processing was started from computer 2a to the card 3a concerned in connection with card 

3 1 insertion (command 15). 

32 

33 [0072] Next, if a user presses his finger against the sensor 1 1 of sensor module la, somatometry by the 

34 sensor 1 1 will be performed (ST3). 

35 

36 [0073] Next, if the measured sensor information is collated with living body data in the collating count 

37 section 13 of sensor module la (ST4) and he is checked (ST5), the identification character string in the 

38 identification character string storing section 14 (password) will be outputted to IC card 3a (ST6). In 

39 addition, this processing is conventionally replaced with the key input of the password in a system. 

40 Moreover, what is necessary is just to encipher in identification character string sending out in IC card 3a 

41 from sensor module la, instead of sending an identification character string in the flesh, in order to 

42 eliminate the danger of tapping of the identification character string by the hacker. 

43 

44 [0074] moreover the case where he cannot check in a step ST 5 -- a system user ~ a user the purport 

45 which is not him is displayed and subsequent processings are stopped. 
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1 

2 [0075] the identification character string which received compares with the identification character string 

3 by which it was held in the card in the check processing section 1 7 of IC card 3a -- having -- a system user 

4 — a user -- it is checked that he is him (ST7). If a he check is made, that will be notified to the data- 

5 processing section 19. 

6 

7 [0076] While Message C is created by the data-processing section 19 which received the notice of a he 

8 check based on the goods purchase information from the message output section 16, a digital signature is 

9 performed in the message C by the private key held at the private key attaching part 20 (ST8). 

10 

1 1 [0077] In this way, the message C created and calculated will be outputted to the Internet 4 from computer 

12 2a, and goods purchase in a virtual Mall will be realized. 

13 

14 [0078] As mentioned above, the user check system by the living body data concerning the gestalt of 

15 operation of this invention Store the living body data-hold section 12 and the collating count section 13 

16 which performs collating by living body data in the same sensor module la, and it is made for living body 

1 7 data not to output out of sensor module la. And since high tamper-proof nature was given to the sensor 

18 module la itself, a user's feeling of resistance to being able to abolish most leakage danger of living body 

19 data, as a result storing information machines and equipment for the living body data of self by this can be 

20 reduced. 

21 

22 [0079] moreover -- since it faces performing a digital signature etc. and is made to carry out a user check 

23 not based on a password input but based on the somatometry to him - him with very high certainty - it can 

24 check. Even when it followed, for example, an IC card is lost or it is stolen, the improper use by the 3rd 

25 person can be prevented. 

26 

27 [0080] Furthermore, in this system, after collating by the collating count section 13, since the result was 

28 notified to the data-processing section 19 using the password, it can process safely after checking him until 

29 it carries out a digital signature, and an IC card signature system with very high security can be realized. 

30 Even if it seems that the whole system which followed, for example, includes an IC card may be stolen, 

3 1 that a theft person gets living body data cannot output the fake message C, either. In addition, in such a 

32 case, high tamper-proof nature is given at the IC card 3a itself so that neither a private key nor an 

33 identification character string may be revealed. 

34 

35 [0081] Moreover, since biometrics is used in the system of this operation gestalt, it is not necessary to 

36 memorize a password etc. and a system without the troublesomeness of a password input or the danger of 

37 the oblivion and leakage can be offered. 

38 

39 [0082] Furthermore, with this operation gestalt, since each requirement for a configuration of a sensor 11, 

40 the living body data-hold section 12, the collating processing section 13, the identification character string 

41 storing section 14, the check processing section 17, the identification character string storing section 18, the 

42 data-processing section 19, and the private key attaching part 20 has been arranged to sensor module la and 

43 IC card 3a as shown in drawing 1 , the merit on IC card use besides each above-mentioned effectiveness is 

44 also obtained. That is, the IC card for the conventional signature can be used almost as it is. In the 

45 semantics, this operation gestalt can also be said to be an existing card use mold. Since it is not necessary to 

46 publish the special IC card put in bearing adoption of fingerprint authentication processing in mind, a 

47 system can be immediately introduced only by modification of software. Since there is no collating count 

48 section 13 on IC card 3a, the load to an IC card can be made small. 
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1 

2 [0083] In addition, in the case of shopping in a virtual Mall, the above-mentioned example of operation 

3 explained, but the installation to the purchase demand of SET (Secure Electronic Transaction) can more 

4 specifically be considered. Although SET is a specification bearing a magnetic card in mind originally, use 

5 of an IC card (+ password) can also be performed as a practical use gestalt. If the technique explained with 

6 this operation gestalt is introduced into the processing of "signing with a member's private key" in the 

7 verification and the purchase demand by the card member, it will be thought that the usefulness increases. 

8 

9 [0084] moreover, the thing by which this invention is restricted to this although the fingerprint was used as 

10 living body data with this operation gestalt -- it is not a palm -- also when using various living body data, 

1 1 such as type, a voiceprint, a retina, and a photograph of his face, it can apply. Moreover, since a sensor 1 1 

12 and the digital signature functional divisions 19 and 20 in an IC card have dissociated, the degree of 

1 3 freedom of the sensor class to be used can be enlarged. 

14 

1 5 [0085] Furthermore, people are able to enable it to use many same systems only as a personal system in the 

1 6 system of this operation gestalt by two or more living body data being made to be made into the living 

17 body data-hold section 12 of sensor module la. 

1 8 (Gestalt of implementation of the 2nd of invention) Drawing 3 is the block diagram showing an example of 

19 the user check system by the living body data concerning the gestalt of operation of the 2nd of this 

20 invention, it gives the same sign to the same part as drawing 1 , omits explanation, and describes only a part 

2 1 different here. 

22 

23 [0086] This user check system is an omnipotent IC card mold of the candidate systems of drawing 15 , and 

24 consists of sensor module lb, computer 2b, and IC card3b. By this system, in sensor module lb, only 

25 sensor input transmission performs (easy scramble processing is performed), and, in addition to signature 

26 processing, performs collating count with living body data-hold at the IC card 3b side. 

27 

28 [0087] The function of the sensor 1 1 in each configuration shown in drawing 3, the living body data-hold 

29 section 12, the collating processing section 13, the check processing section 17, the data-processing section 

30 19, and the private key attaching part 20 is the same as that of what is shown in drawing 1 of the 1st 

3 1 operation gestalt. However, the arrangement locations of each part differ. 

32 [0088] That is, with this operation gestalt, only the sensor 1 1 is formed in sensor module 1 b. On the other 

33 hand, the living body data-hold section 12, the collating processing section 13, the check processing section 

34 17, the data-processing section 19, and the private key attaching part 20 are formed in IC card lb, and these 

35 are constituted in same IC chip. In addition, the configuration of computer 2b is the same as that of 

36 computer 2a of the 1st operation gestalt. 

37 

38 [0089] Although so high tamper-proof nature is unnecessary to sensor module lb since each part is 

39 arranged in this way, high tamper-proof nature is required of IC card3b, and tamper-proof nature is secured 

40 with a means which was explained with the 1 st operation gestalt. 

41 

42 [0090] Next, actuation of the user check system by the living body data concerning the gestalt of operation 

43 of this invention constituted as mentioned above is explained. 

44 

45 [0091] Taking the case of access to the virtual Mall on the Internet 4, it explains also here like the 1st 

46 operation gestalt. 
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[0092] Drawing 4 is the flow chart showing the example of this operation gestalt of operation. 



3 

4 [0093] In this drawing, the processing from a step ST 1 1 to ST 13 is the same as that of the drawing 2 step 

5 ST 1 of the 1st operation gestalt to ST3. 

6 

7 [0094] Next, from sensor module lb, the measured sensor information is sent out to IC card 3b (ST14). In 

8 IC card3b which received sensor information, the same collating as processing is performed within sensor 

9 module la of the 1st operation gestalt (ST 15). In addition, since this collating processing is performed only 

1 0 within IC card 3b, in order to raise tamper-proof nature, the living body data of the living body data-hold 

1 1 section 12 have composition which cannot be outputted outside from IC card3b. 

12 

13 [0095] collating - him - if a check is made (ST16), the check result will be notified to the data-processing 

14 section 19 (ST 17), and the message C which calculated by performing a digital signature etc. (ST18) will 

15 be outputted to a virtual Mall like the 1st operation gestalt below (ST 19). 

16 

1 7 [0096] As mentioned above, the user check system by the living body data concerning the gestalt of 

1 8 operation of this invention While storing the collating processing section 13 and the living body data-hold 

19 section 12 in the same IC card 3b Since tamper-proof nature of the card 3b concerned was made high, 

20 while being able to reduce the leakage danger of living body data It can put that it is also at high safety 

2 1 about living body data on the management range of a user hand (IC card), and can protect, and a user's 

22 feeling of resistance to storing information machines and equipment for the living body data of self can be 

23 reduced sharply. That is, since all main elements other than a sensor are mounted in the IC card which 

24 carries out individual possession, sense of security is mentally strong. 

25 

26 [0097] Moreover, since the collating count section 13 and the data-processing section 19 are constituted in 

27 same IC chip, it can process safely after checking him until it carries out a digital signature, and an IC card 

28 signature system with very high security can be realized. 

29 

30 [0098] Moreover, in the system of this operation gestalt, since only signal processing comparatively 

3 1 primitive in a sensor module side is made to take charge of, the burden of sensor module lb can be made 

32 small. 

33 

34 [0099] To a collating unit, there is no omnipotent IC card mold and it can apply a special request with the 

35 fingerprint collation device of every mold. The security of this system is chiefly based on the tamper-proof 

36 nature of an IC card, and since the device using cryptocommunication is omitted, it has simple structure. 

37 Since many functions (living body data-hold, the collating count section, signature processing, signature 

38 key maintenance) were given to IC card 3b, the load to IC card 3b is large. Therefore, if the IC card of the 

39 dedication limited to this application is published, more effective systems operation will become possible. 

40 [0100] in addition, the thing obtained by making natural effectiveness corresponding to the configuration 

4 1 which was common by the relation between this operation gestalt and each above-mentioned operation 

42 gestalt also in this operation gestalt -- it is « the above - explanation is omitted here about the effectiveness 

43 explained with which operation gestalt. 

44 

45 [0101] (Gestalt of implementation of the 3rd of invention) Drawing 5 is the block diagram showing an 

46 example of the user check system by the living body data concerning the gestalt of operation of the 3rd of 

47 this invention, it gives the same sign to the same part as drawing 1 , omits explanation, and describes only a 

48 part different here. 
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1 

2 [0102] This user check system is a data - sensor count mold, and is constituted from sensor module lc, 

3 computer 2c, and IC card3c by the IC card of the candidate systems of drawing 1 5 . In this system, 

4 collating count is performed by the sensor module side, and living body data are held to an IC card side. 

5 [0103] Sensor module lc is a stand-alone type, and consists of a sensor 1 1, the collating count section 13, 

6 an identification character string attaching part 14, the decode processing section 21, and a decode key 

7 attaching part 22. 

8 

9 [0104] Moreover, IC card 3c consists of the check processing section 17, the identification character string 

1 0 attaching part 1 8, the data-processing section 19, a private key attaching part 20, and encryption living 

1 1 body data-hold section 12b. Here, sensor module lc and IC card 3c have high composition of tamper-proof 

1 2 nature. 

13 

14 [0105] It is enciphered and held at encryption living body data-hold section 12b in IC card 3c so that it can 

1 5 decode with the decode key with which an IC card holder's living body data are stored in the decode key 

16 attaching part 22. 

17 

1 8 [0106] Moreover, the decode processing section 21 of sensor module lc has become as [ provide / for the 

19 collating count section 13 / decode with the decode key in which the encryption living body data received 

20 from IC card3c are stored by the decode key attaching part 22, and ]. 

21 

22 [0107] In addition, computer 2c is constituted like the 1st operation gestalt. 
23 

24 [0108] Thus, the user check system by the living body data concerning the gestalt of operation of 

25 constituted this invention operates so that it may explain below. 

26 

27 [0109] Taking the case of access to the virtual Mall on the Internet 4, it explains also here like the 1st 

28 operation gestalt. 

29 

30 [0110] Drawing 6 is the flow chart showing the example of this operation gestalt of operation. 
31 

32 [0111] In the user check system by the living body data of this operation gestalt shown in this drawing In a 

33 command output (ST21) and IC card insertion (ST22), and a list The processing (ST26-ST31) after 

34 somatometry by the sensor was performed (ST25) and the sensor information in a sensor module and living 

35 body data were collated is the same as that of the case ( drawing 2 : ST1 - ST2 list ST3-ST9) of the 1st 

36 operation gestalt shown in drawing 2 . Therefore, processing of this part omits explanation. 

37 

38 [0112] The living body data is decoded with the decode key of the decode processing section 21 in sensor 

39 module lc, and the decode key attaching part 22 (ST24), and the description of this operation gestalt is in 

40 the place with which collating count of a step ST 26 is provided while the encryption living body data held 

41 at IC card 3c are sent out to sensor module lc from IC card3c (ST23). 

42 

43 [0113] The effectiveness by having considered processing systems, such as a digital signature, as such 

44 configuration actuation at the he check list is explained below. 
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2 [0114] The user check system by the living body data concerning the gestalt of operation of this invention 

3 His living body data are held to IC card 3with operation (for example, digital signature) function c which 

4 an individual owns. The enciphered living body data are sent to sensor module lc permanently kept by the 

5 specific location, and it is made to perform collating count in the sensor module lc concerned. It can 

6 calculate safely, without revealing living body data or using an IC card for others unjustly, since the still 

7 higher tamper-proof nature to sensor module lc and IC card 3c was given (for example, digital signature). 

8 

9 [0115] Moreover, since it is enciphered and living body data are stored only in IC card 3c, while being able 

1 0 to reduce the leakage danger of living body data, it can put that it is also at high safety about living body 

1 1 data on the management range of a user hand (IC card), and can protect, and a user's feeling of resistance to 

1 2 storing information machines and equipment for the living body data of self can be reduced sharply. 

13 

14 [0116] Furthermore, the system of this operation gestalt is the good system of balance that it is easy to 

1 5 make also in various combination, if it takes into consideration that many biometrics sensors (palm type, a 

1 6 retina, etc.) cannot be mounted on an IC card from the magnitude or structure, or that a load is 

1 7 comparatively large for performing collating count in an IC card. 

18 

19 [0117] However, since it is necessary to send individual living body data to the collating count section 13 

20 of a sensor module from an IC card each time whenever it collates, encryption processing described above 

2 1 for security maintenance is performed. Drawing 5 serves as a system which holds the living body data 

22 enciphered with the decode key held at the sensor side as an example which can maintain sufficient security 

23 to an IC card, though it is simple if possible. Living body data are in IC card 3c, and high security is held. 

24 

25 [0118] Therefore, the system of this operation gestalt is [ at many and unspecified persons ] simply usable 

26 in many locations (system) corresponding to available, i.e., this system, and its convenience is high. That is, 

27 since it has individual living body data in an IC card, it is suitable when using one system by many and 

28 unspecified persons. However, since it is necessary to store living body data in an IC card, the memory 

29 only for living body data is further added to the IC card made for the signature. 

30 

31 [0119] Structurally, since this memory and the part of signature processing can be carved, if compared with 

32 the case of the omnipotent IC card mold shown with the 2nd operation gestalt, the design change of an IC 

33 card is easy. Moreover, since collating count is performed by sensor module lc, the load of IC card 3c is 

34 also small, and can be used as a realistic system. In addition, in order to eliminate the danger of tapping of 

35 the identification character string by the hacker, it is the same as that of the 1 st operation gestalt that it is 

36 desirable to encipher an identification character string and to send to an IC card. 

37 

38 [0120] Moreover, although encryption living body data have sent the thing same each time as it is to the 

39 sensor module lc side from IC card3c, higher security will be maintained if the easy structure of not 

40 receiving the completely same sensor information as registration data is established in the collating count 

41 section 13. It is because there is usually an error in information from a biometrics sensor and it is hardly 

42 possible that the data registered and the completely same data are acquired. The effectiveness that use of 

43 the invader who received registration data (living body data) by an unjust copy etc. can be eliminated is 

44 expected without barring a registered user's use by completely refusing the same data. 

45 

46 [0121] in addition, the thing obtained by making natural effectiveness corresponding to the configuration 

47 which was common by the relation between this operation gestalt and each above-mentioned operation 

48 gestalt also in this operation gestalt « it is -- the above « explanation is omitted here about the effectiveness 

49 explained with which operation gestalt. 
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1 

2 [0122] (Gestalt of implementation of the 4th of invention) Drawing 7 is the block diagram showing an 

3 example of the user check system by the living body data concerning the gestalt of operation of the 4th of 

4 this invention, it gives the same sign to the same part as drawing 1 , omits explanation, and describes only a 

5 part different here. 

6 

7 [0123] This user check system is data - PC count mold, and is constituted from sensor module Id, computer 

8 2d, and 3d of IC cards by the IC card of the candidate systems of drawing 15 . By this system, at a sensor 

9 module side, it performs (easy scramble processing is performed), and only sensor input transmission holds 
10 living body data to Id of IC cards, and performs collating count by computer (PC). 

11 

12 [0124] 3d of the IC cards itself is constituted like IC card 3c of the 3rd operation gestalt, and it consists of 

1 3 user check systems of this operation gestalt like sensor module lb of the 2nd operation gestalt sensor 

14 module Id. 

15 

16 [0125] Moreover, in addition to the same configuration as the 1st operation gestalt, components other than 

17 sensor 1 1 in sensor module lc of the 3rd operation gestalt are prepared in computer 2d as the verification • 

1 8 function section 23. In addition, this verification function section 23 consists of the collating count section 

19 13, the identification character string attaching part 14, the decode processing section 21, and a decode key 

20 attaching part 22, and it is possible to also make it constitute as a DLL (dynamic link library). In addition, 

2 1 DLL is a called program for the first time, when a command starts. 

22 

23 [0126] Thus, actuation of the user check system by the living body data concerning the gestalt of operation 

24 of constituted this invention is explained. 

25 

26 [0127] Drawing 8 is the flow chart showing the example of this operation gestalt of operation. 
27 

28 [01 28] it is shown in this drawing as - the user check system of this operation gestalt -- processing of 

29 steps ST43-ST48 -- not sensor module Id but computer 2d -- or if the point performed to computer 2d is 

30 removed, it will operate like the system of the 3rd operation gestalt shown in drawing 6 . 

31 

32 [0129] As mentioned above, the user check system by the living body data concerning the gestalt of 

33 operation of this invention Since the verification function section 23 was formed in the computer 2d 

34 interior reduction of a certain amount of leakage danger of living body data, and a list -- high him of 

35 certainty, enabling prevention of the improper use by the 3rd person, even when an acknowledgement 

36 function, i.e., an IC card, is lost or it is stolen It can realize by easy hardware and these functions can be 

37 used as an economical system with high actuality. 

38 

39 [0130] in addition, the thing obtained by making natural effectiveness corresponding to the configuration 

40 which was common by the relation between this operation gestalt and each above-mentioned operation 

41 gestalt also in this operation gestalt -- it is -- the above - explanation is omitted here about the effectiveness 

42 explained with which operation gestalt. 

43 

44 [0131] (Gestalt of implementation of the 5th of invention) Drawing 9 is the block diagram showing an 

45 example of the user check system by the living body data concerning the gestalt of operation of the 5th of 
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1 this invention, it gives the same sign to the same part as drawing 1 , omits explanation, and describes only a 

2 part different here. 

3 

4 [0132] This user check system is IC card one apparatus of the candidate systems of drawing 15 , and 

5 consists of computer 2e and IC card3e. 

6 

7 [0133] A sensor 1 1, the living body data-hold section 12, the collating processing section 13, the data- 

8 processing section 19, and the private key attaching part 20 are formed in IC card3e of this operation 

9 gestalt, and each of these configurations are dedicated in 1 chip of IC also including the sensor 11. 

1 0 Moreover, in order that living body data may raise tamper-proof nature, it is constituted so that it cannot 

1 1 output outside, and each above-mentioned structure for raising tamper-proof nature is prepared in IC 

12 card3e. <BR> [0134] In addition, computer 2e is constituted like the 1st operation gestalt, if it removes that 

1 3 the candidate for access is only IC card 3e. 

14 

1 5 [0135] Thus, actuation of the user check system by the constituted living body data is the same as that of 

16 the 2nd operation gestalt, if the point which sensor 1 1 the very thing is prepared in IC card 2e, and 

17 somatometry is performed in IC card 2e, and does not have the migration between devices of sensor 

1 8 information is removed. 

19 

20 [01 36] Since the user check system by the living body data concerning the gestalt of operation of this 

2 1 invention forms a sensor 1 1 in the IC card which has the configuration of the 2nd operation gestalt further 

22 and all the high information on secrecy nature processed inside IC card 3e as mentioned above, the 

23 effectiveness same about the part to which the configuration is common in the 2nd operation gestalt is 

24 acquired, and also the work using cryptocommunication can be made into unnecessary and simple protocol 

25 structure. Moreover, the tamper-proof nature itself can be made high. 

26 

27 [01 37] (Gestalt of implementation of the 6th of invention) This operation gestalt is a system which checks 

28 the use authority of calculating-machine software by the personal authentication by the biometrics using 

29 living body data. This system carries out licence of software to insurance, without [ without it uses the 

30 pocket object of tamper-proof nature such as an IC card, and ] revealing living body data or being unjustly 

3 1 used for others. 

32 

33 [0138] Drawing 10 is the block diagram showing an example of the user check system by the living body 

34 data concerning the gestalt of operation of the 6th of this invention, it gives the same sign to the same part 

35 as drawing 1 , omits explanation, and describes only a part different here. 

36 

37 [0139] This user check system consists of sensor module If and computer 2f. 
38 

39 [0140] Sensor module If, it is constituted like the 2nd operation gestalt and has a sensor 11. 
40 

41 [0141] Collating count section 31a, encryption living body data-hold section 32a, and software 34for 

42 startup a, such as a screen saver, are prepared in computer 2f. 

43 

44 [0142] Each user's living body data beforehand enciphered by each user's log on password are held at 

45 encryption living body data-hold section 32a. 
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1 

2 [0143] Collating count section 31a performs personal authentication by living body data and sensor 

3 measurement information, and if it can be checked with a use authority person, it will output a starting 

4 instruction to object software 34a. 

5 

6 [0144] Next, actuation of the user check system by the living body data concerning the gestalt of operation 

7 of this invention constituted as mentioned above is explained. 

8 

9 [0145] First, in case it begins to use object software 34a, log on password 33a is inputted by the user 

10 through an input unit (not shown). 

11 

12 [0146] Next, the encryption living body data which have the use authority of object software 34a are read 

13 from living body data-hold section 32a by collating count section 31a, and the decryption by input log on 

14 password 33a is performed. 

15 

16 [0147] Next, somatometry is performed in sensor module If, and it is transmitted to collating count section 

17 3 1 a the measurement result of whose is computer 2f. In addition, the easy scramble is applied to this 

18 transmit data. 

19 

20 [0148] In collating count section 31a, the received sensor information is collated with the decrypted living 

21 body data, and it checks whether those who are using the system have the use authority of software 34a for 

22 starting. In addition, log on password 33a, the decrypted living body data, and the received sensor 

23 information are recorded only on volatile memory, and such information disappears after session 

24 termination. 

25 

26 [0149] the user to whom those who are demanding software starting have just use authority by the above- 

27 mentioned collating count -- if it is checked that he is him, that will be notified to software 34for starting a 

28 by collating count section 3 1 a. Thereby, starting processing of the software for starting is started. 

29 

30 [0150] As mentioned above, the user check system by the living body data concerning the gestalt of 

3 1 operation of this invention the user the living body data enciphered by the log on password concerned by 

32 inputting log on password 33a are decoded, and using biometrics -- him, since a check and an authority 

33 check are made The living body data enciphered with the password can keep the secret, even if it reveals 

34 independently, and they can also keep the use authority of software. 

35 

36 [0151] Furthermore, after a password etc. is recorded only on volatile memory and ending a session, since 

37 information disappears, password information etc. is not stolen even if the information on the non-volatile 

38 recorded on the hard disk etc. with a certain means may be read. 

39 

40 [0152] In addition, in the case of software use authority, it explained, but in software starting, this invention 

41 is not restricted and can make the technique of this operation gestalt apply also about starting of the 

42 computer itself, or starting of various devices with this operation gestalt. 

43 

44 [0 1 53] Moreover, when a computer is started carrying out a user check and an authority check, for example 

45 using the technique of this operation gestalt, it is made to display the list of the software with which the 
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1 user has use authority, and to perform use of a squirrel and the raised software freely henceforth. If it does 

2 in this way, it is not necessary to carry out somatometry one by one at the time of software starting, and a 

3 user's burden can be mitigated. 

4 

5 [01 54] (Gestalt of implementation of the 7th of invention) Drawing 1 1 is the block diagram showing an 

6 example of the user check system by the living body data concerning the gestalt of operation of the 7th of 

7 this invention, it gives the same sign to the same part as drawing 1 , omits explanation, and describes only a 

8 part different here. 

9 

10 [0155] This user check system consists of sensor module lg, computer 2g, and 3g of IC cards. 

1 1 [0156] Sensor module lg, it is constituted like the 2nd operation gestalt and has a sensor 11. 
12 

13 [01 57] Collating count section 3 1 b and software 34for startup b are prepared in computer 2g. 
14 

1 5 [0158] Encryption living body data-hold section 32b holding the enciphered living body data, the 

1 6 cryptographic key attaching part 35 holding the cryptographic key for decoding this encryption living body 

1 7 data, and the log on password attaching part 36 holding a log on password are formed in 3g of IC cards. In 

1 8 addition, 3g of IC cards has high tamper-proof nature. 

19 

20 [0159] computer 2g collating count section 31b - the user from the somatometry result of living body data 

21 and a sensor 1 1 -- he is checked and the result is notified to software 34for startup b. 

22 [0160] Next, actuation of the user check system by the living body data concerning the gestalt of operation 

23 of this invention constituted as mentioned above is explained. 

24 

25 [0161] first, if 3g of IC cards is inserted, the log on password in an IC card will read by software 34for 

26 starting b -- having -- the collating count section 3 1 - him a request of a check is made. 

27 [0162] While living body measurement information is required of a sensor 11, encryption living body data 

28 and its cryptographic key are read from encryption living body data-hold section 32b and the cryptographic 

29 key attaching part 35 of 3g of IC cards by collating count section 3 1 b requested from software 34for 

30 starting b. 

31 

32 [0163] while collating count section 31b which received such information decodes encryption living body 

33 data and taking out living body data ~ a sensor 1 1 to living body measurement information - reception and 

34 both - comparison collating -- carrying out -- a user -- it checks whether you are him. 

35 [0164] If it is checked that he is him, that will be notified to software 34for starting b, and starting of 

36 software 34for starting b will be started. 

37 

38 [0165] As mentioned above, the user check system by the living body data concerning the gestalt of 

39 operation of this invention the user only by inserting 3g of IC cards in computer 2g, the living body data 

40 enciphered by the cryptographic key are decoded, and using biometrics -- him, since a check and an 

4 1 authority check are made The living body data enciphered by the cryptographic key can keep the secret, 

42 even if it reveals independently, and they can also keep the use authority of software. 

43 

44 [0166] Furthermore, since information disappears after living body data etc. are recorded only on volatile 

45 memory in a computer and ending a session, such information is not stolen. 
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1 

2 [0167] In addition, in the case of software use authority, it explained, but in software starting, this invention 

3 is not restricted and can make the technique of this operation gestalt apply also about starting of the 

4 computer itself, or starting of various devices with this operation gestalt. 

5 

6 [0168] Moreover, when a computer is started carrying out a user check and an authority check, for example 

7 using the technique of this operation gestalt, it is made to display the list of the software with which the 

8 user has use authority, and to perform use of a squirrel and the raised software freely henceforth. If it does 

9 in this way, it is not necessary to carry out somatometry one by one at the time of software starting, and a 
10 user's burden can be mitigated. 

11 

1 2 [01 69] (Gestalt of implementation of the 8th of invention) This operation gestalt offers the user check 

13 system as a file encryption system which raised the security of cipher processing by recording living body 

14 data on the IC card which recorded the cryptographic key for file encryption. 

15 

16 [0170] Drawing 12 is the block diagram showing an example of the user check system by the living body 

1 7 data concerning the gestalt of operation of the 8th of this invention, it gives the same sign to the same part 

18 as drawing 1 , omits explanation, and describes only a part different here. 

19 

20 [0171] This user check system consists of sensor module lh, computer 2h, and 3h of IC cards and the hard 

2 1 disk 5 as a secondary storage. 

22 

23 [0172] Sensor module lh, it is constituted like the 2nd operation gestalt and has a sensor 1 1. In computer 

24 2h, the encryption program 37 is [ collating count section 31c and ] ************. Moreover, living body 

25 data-hold section 32c, the code count section 38, and the cryptographic key attaching part 39 are formed in 

26 3h of IC cards. Furthermore, the input file 40 used as a code or the candidate for decode and the output file 

27 41 as a code or a decode result are formed in the hard disk 5. 

28 

29 [0173] collating count section 31c -- the user from living body data and sensor information -- he is checked 

30 and file encryption initiation authorization is notified to encryption program 37 list at the code count 

31 section 38. 

32 

33 [0174] the encryption program 37 -- an input file 40 « reading - the code or the information for decode 

34 the code count section 38 cooperating -- a code - or it decodes and the result is outputted to an output 

35 file 41. 

36 

37 [0175] The code count section 38 is bearing a part of the code or decode processing which the encryption 

38 program 37 performs, and uses the cryptographic key of the cryptographic key attaching part 39 in the code ^ 

39 or decode processing part which self performs. 

40 

41 [01 76] In addition, 3h of IC cards has high tamper-proof nature. 
42 

43 [0177] Next, actuation of the user check system by the living body data concerning the gestalt of operation 

44 of this invention constituted as mentioned above is explained. 
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2 



[0178] Drawing 13 is the flow chart showing actuation by this whole operation gestalt. 



3 

4 [0179] First, starting of the encryption program 37 is started (ST61). The encryption program 37 requests 

5 the check of whether a system user is him from collating count section 3 1 c. 

6 

7 [0180] Next, living body data are read in 3h of inserted IC cards by collating count section 31c (ST62). In 

8 addition, it is enciphered by the approach of this operation gestalt, or the approach of the 3rd operation 

9 gestalt, and especially the living body data stored and sent out to living body data-hold section 32c 
1 0 although not illustrated are decrypted in collating count section 31c, and are used. 

11 

12 [0181] Next, somatometry by the sensor 1 1 is performed and sensor information is sent out to collating 

1 3 count section 31c (ST63). In addition, the easy scramble is applied to this transmit data. 

14 

15 [01 82] next, collating of living body data and sensor information carries out in collating count section 31c- 

16 - having - a system user -- a user - the check of whether to be him is made (ST64). In addition, the 

17 decrypted living body data and the received sensor information are recorded only on volatile memory, and 

1 8 such information disappears after session termination. 

19 

20 [0183] As a result of carrying out the above-mentioned collating, if it is not him, an error message will be 

21 carried out and it will end, and if checked with him, a notice to that effect will be made by the encryption 

22 program 37 and the code count section 38 (ST65). 

23 

24 [0184] Starting of the encryption program 37 and the code count section 38 is completed, and encryption 

25 processing of a file is started by this (ST66). 

26 

27 [0185] That is, an input file 40 is read into the encryption program 37 (ST67), encryption or decryption 

28 processing is performed (ST68), the result is outputted to an output file (ST69), and a series of processings 

29 are completed. 

30 

3 1 [0186] Next, the encryption processing in a step ST 68 is explained in detail. 
32 

33 [0187] Drawing 14 is the flow chart showing the encryption processing in this operation gestalt. 

34 [0188] First, in the encryption program 37, a random number is generated as a key of encryption (ST71), 

35 and the data for encryption (plaintext) read considering the random number concerned as a key are 

36 enciphered (ST72). 

37 

38 [0189] This random number is sent out to the code count section 38 in 3h of IC cards (ST73), and it is 

39 enciphered in this code count section 38 by the cryptographic key in the cryptographic key attaching part 

40 39 (ST74). 

41 

42 [0190] The enciphered random number is sent out to the computer 2h encryption program 37 by the code 

43 count section 38 (ST75). 
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1 

2 [0191] The received encryption random number is added as a header of the cipher which enciphered the 

3 plaintext at a step ST 72 by the encryption program 37, and one cipher is constituted as a whole (ST76). 

4 Namely, what was enciphered at a step ST 72 is used as a cipher body, and a cipher is generated by using 

5 as a header the random number enciphered at a step ST 75. 

6 

7 [0192] In this way, the generated cipher will be outputted to a hard disk 5. 
8 

9 [0193] On the other hand, processing that the above-mentioned encryption processing of the decryption 

1 0 processing in the step ST 68 of drawing 13 is reverse will be performed. 

11 

12 [0194] That is, the encryption program 37 decodes the header only for the header in the cipher for decode 

13 with the key in the cryptographic key attaching part 39 in delivery and the code count section 38 in the 

14 code count section 38 first. 

15 

1 6 [0195] In this way, the decoded information is a random number as a key used for enciphering the text of 

1 7 the cipher for decode. 

18 

1 9 [0196] This taken-out random number is sent out to the encryption program 37 from the code count section 

20 38. The encryption program 37 which received this random number decodes the cipher text with a 

2 1 receiving random number, and takes out the plaintext of a basis. 

22 

23 [0197] In this way, the decoded plaintext will be outputted to a hard disk 5. 
24 

25 [0198] since the user check system by the living body data concerning the gestait of operation of this 

26 invention stored the cryptographic key for living body data and random numbers in 3h of high IC cards of 

27 tamper-proof nature as mentioned above - encryption processing that secrecy nature is very high — certain 

28 -- a user ~ him ~ after checking, it can perform. 

29 

30 [0199] Moreover, since it was made to perform indirect encryption processing which used the random 

3 1 number with this operation gestait, even if the random number differ whenever it carries out encryption 

32 processing and decode processing should be used and one random number should be decoded, the secret of 

33 next encryption processing and decode processing is kept, and the encryption system had with a positive 

34 user check and high security can be realized, 

35 

36 [0200] Furthermore, since the cryptographic key in 3h of IC cards used for the above-mentioned code 

37 decode processing is used only in the code count section 38 in an IC card, and it does not come out to the 

38 exterior of 3h of IC cards and this cryptographic key is stored in 3h of high IC cards of tamper-proof 

39 nature, the secrecy nature of a code can be raised more. 

40 

41 [0201] in addition, in the range which is not limited to the gestait of each above-mentioned implementation, 

42 and does not deviate from the summary, many things are boiled and this invention can be deformed 

43 [0202] Moreover, as a program (software means) which a computer (computer) can be made to execute, the 

44 technique indicated in the operation gestait is stored in storages, such as magnetic disks (a floppy disk, hard 

45 disk, etc.), optical disks (CD-ROM, DVD, etc.), and semiconductor memory, and can be transmitted by 
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1 communication media and can also be distributed. In addition, the setting program which makes the count 

2 inside of a plane constitute the software means (for not only an executive program but a table and DS to be 

3 included) which a calculating machine is made to perform is also included in the program stored in a 

4 medium side. The computer which realizes this equipment reads the program recorded on the storage, and 

5 by the case, builds a software means by the setting program, and performs processing mentioned above by 

6 controlling actuation by this software means. 

7 

8 EFFECT OF THE INVENTION 

9 

1 0 [Effect of the Invention] 
11 

12 [0203] As a full account was given above, it can make it possible according to this invention, to be able to 

1 3 put that it is also at high safety about living body data on the management range of a user hand, and to be 

14 able to protect, as a result to reduce a user's feeling of resistance, and the leakage danger of living body 

1 5 data, and the user check system and IC card list by living body [ with the high certainty of a user check ] 

1 6 data with little troublesomeness on use can be further provided with a record medium. 
17 

18 

19 
20 

21 ___ 

22 DESCRIPTION OF DRAWINGS 

23 . ___ 

24 [Brief Description of the Drawings] 
25 

26 [Drawing 1] The block diagram showing an example of the user check system by the 

27 living body data concerning the gestalt of operation of the 1st of this invention. 
28 

29 fDrawing 2] The flow chart showing the example of this operation gestalt of operation. 
30 

3 1 fDrawing 3] The block diagram showing an example of the user check system by the 

32 living body data concerning the gestalt of operation of the 2nd of this invention. 
33 

34 [Drawing 4] The flow chart showing the example of this operation gestalt of operation. 
35 

36 fDrawing 5] The block diagram showing an example of the user check system by the 

37 living body data concerning the gestalt of operation of the 3rd of this invention. 
38 

39 [Drawing 6] The flow chart showing the example of an operation gestalt of operation. 
40 

41 [Drawing 7] The block diagram showing an example of the user check system by the 

42 living body data concerning the gestalt of operation of the 4th of this invention. 
43 

44 [Drawing 8] The flow chart showing the example of this operation gestalt of operation. 
45 

46 [Drawing 9] The block diagram showing an example of the user check system by the 

47 living body data concerning the gestalt of operation of the 5th of this invention. 
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1 

2 [Drawing 10"| The block diagram showing an example of the user check system by the 

3 living body data concerning the gestalt of operation of the 6th of this invention. 
4 

5 [Drawing 1 1] The block diagram showing an example of the user check system by the 

6 living body data concerning the gestalt of operation of the 7th of this invention. 
7 

8 [Drawing 12] The block diagram showing an example of the user check system by the 

9 living body data concerning the gestalt of operation of the 8th of this invention. 
10 

1 1 [Drawing 13] The flow chart showing actuation by this whole operation gestalt. 
12 

13 [Drawing 14] The flow chart showing the encryption processing in this operation gestalt. 
14 

1 5 [Drawing 15] Drawing showing the component in the IC card signature system to which 

16 biometrics was made to apply, and its combination result. 
17 

1 8 [Description of Notations] 
19 

20 la, lb, lc, Id, If, lg, lh — Sensor module 

2 1 2a, 2b, 2c, 2d, 2e, 2f, 2g, 2h -- Computer 

22 3a, 3b, 3c, 3d, 3e, 3g, 3h IC card 

23 4 — Internet etc. 

24 5 Hard disk 

25 11 — Sensor 

26 12 ~ Living body data-hold section 

27 13- Collating processing section 

28 14 -- Identification character string storing section 

29 15« Command output section 

30 16 Message output section 

31 17 — Check processing section 

32 18 — Identification character string storing section 

33 19 — Data-processing section 

34 20 — Private key attaching part 

35 21 — Decode processing section 

36 22 — Decode key attaching part 

37 23 — Verification function section 

38 3 la Collating count section 

39 32a - Encryption living body data-hold section 

40 34 - Software for starting 

41 37 - Encryption program 

42 38 - Code count section 

43 39 ~ Cryptographic key attaching part 

44 40 - Input file 

45 41 - Output file 
46 
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^fc^Bg^rsfcfctfc:. BBSte3y: 9*Afc*B&3*i 

£k $ {ca-e^t^oatoSrai^-rsM^fis^fiBi.'t 

Vt t-fiOt j/'jl— . 
fjSjiai£g»t£fc. i~*fi|g#$;h.fc;rfcfc*r«L 
T^itST-^aj^SrUff-TS I C#-Kfc, 
nEtmya-^k I5S I C#-Ffc*>ia<r)jHi£ 10 
ff 5aft##k*>£>&S i fc Sr*f»fc-rS£fcT-*<c 

f*T-?k£!!83-$-«<fcfc<>fc« !H£tS£J:9*Afcii 
1 Cij- Ffc . 

fiE-fe^tyjL-^kmE I Ctf-KfceflSkoaHI^ 

tf dim^Sfc*^* - 1 s-wak-rsittr-^fc 

fc S-IS^-S fc fc %> S^teaJ: D*Afc 
i^&Sii*: fc £ fc«-e<Og<oa»5-aj*i-588M^ 

zSjL-frt . 30 
roe^^n^^flcr-^^fl^^kkifc:. %Wi 

SBB*£<t& k . .x— fa&tfSiirt:.! k £#J6LT& 
A-e<oiC^-Kk. 

iqE-fey^t^-^k 15a i cu-Yt<m?%mz 

ft 3jHI*8fc*^&S c: k £HSfc-r&£«cr-*C 

[I9*«4] roE-t^t^-A^W^V^-tt^ 40 
ftfctffci k £#afc1-£lf^3^fc04ttT-*fc: 

y'i-^k . 

35. &t/ffc. m£-fc^tJ: 9«£$*i*:»£fi!*fcg 
mtZhfzwmifc'r-fk zmtt^-h fc fc Ste 
*£3U D#Afcl8E$*ifcfc £tti*<3^>aB3l£!ii:& 

B5Ei&^(k?n^^ftx-^&fia$-rskkt,tc. so 



ma-t^t^A-^kroie I c^-HkmE^yhTjL 
k^Scoam^rfi 1 dilfl*ak*^=5:-& C: k J 1ffS 

[H£«6 ] filfE I C#- H«i-if*A<OT^^;l' 

ktc«l5tT*3tLST-^aj^K:li. Ifg#fe#8fc: 
«k 6f^m*^ih4 £ k Zfflkkthmm 1 
AS 5<9 5 ^<xj6» 1 WZMcWkftf-flzZ Si— «f 

ioL-rt'k . 

a. mote. rnm^—fmiRvmiv 7* v- 

K#A* S ft*: fc £ K15fi^*T-*fl^tf>±frT- 
^^Mo/*ym7- h'fc i DS^rftf 6 k k t> 
fc. ^cOg^fk^ti^^x-^kBfllB-tV^.kOffl 
£3ii*:S!£fiff8k£!!g£U *<9SBS*S*fc * 9#A 

ai^fl^T^^^k^ttt. mi^—f^zz^m 
-*fc. 

£ftd»fi3Nafc^&£C:fc£^fc^£±*r-* 
fciSi-lfW^XxA. 

i:. iCtf-Kka^fr*). a— tfflSSiffdkkttc: 

m%Mi&%< k t mx.xa 0 . 

S^t. t?g-b>^t i 9a£2iuta5£tPgkBafE!£ 
«CT-^««a5rt^»T-^ k $:SS^-S fc k t> fc. 
5S^Jg*i 0*Ak«^iutk £ fcliS5fBI62?)Bt^ 

fc. 

wie-fe^fclflEi c*-Kkffi(Si3 ytjL-^kcos 

«3Hi^ffdafi¥Sk36^ : &-«»-k5r^ak-tS±«c 
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*t-?£. i-if^(c«l5Ufe«IS$-Sit3— f # [0001] 

:Tt&£k£^^kLTft^££frT-?«l$« [$S9i<0l&-f *&«#»] £*>WW*. IC*-KM1 



fck # fcmg4«£T-^$-mSu^y>'^'7- K(c«fc $rffiWflo^(cff ^ fctf><o£ftT-?fcJ: Si—Til 

±{m&zti£n%.fmt siteu zvm&mz x 10 [0002] 

o*rig$:ai§8fr. *w<««»feii»tT.i|^ww-y7 , tiwtfcarfe. 

[19^*10] =jyt^-?C. * A y^TSmmc#-Kji^*itt«>-0>6. 

jl— ra89tt*Sttttte£l2« r-^^n&^tSBl [0003] L*>p5:#S> „ I C H S-fflffl LT t> » 

&i&it&mmpmt. 20 [ooo4i ic*-K««»Lfc/w-Ht«»r 

S-b^-TS fc k t> itetemJ: 9 jl— f*Ak*S$ v^Stf. mxv- KJiffifi^&c: fc*m>L < . SixT 

mLte>v*-fm*m^m3mim. i o o o 5 1 gsirro. «§«*$s<9J: 5^f*r-^ 

[§&*« 1 1 ] miLZivfc&#T-9 k *^LT#A£«si-s8«-e*>&>^ ■** v u ?x 

k t>fc. c:ontf-^<x^4i*cT-^$-i1^®fcaj* k I C^-KkJ-tt^*Hi:-CAii^f?H>T^-bx*[| 

•rs£flcT-*fia£fak. »£firt$3 ;^ot. 

»3*U.fc. JL—ffm&ZtvKZttXKLXKZti [0006] L*»U -*TVtX7-ie«>J: dSrittlfc 

^w?-tt**^c:fci-^ak-rs 1 ca-K. (4«cr-^> #fc'£3WcS$i$*r0^fcv>-5£fcfc: 

^^rrs-ty^^^-^Tfcs - 1 s-^ak-r&n - «t a 3^s&^**5r^fc *a v^-r 

fcdkfc*f«LT=5:§ni.T-^aJAW±. mgm4& [00071 $^,tc. a«lC*-HSrfflv^v^k^ 

mfi-h bbhiz. Zcryr-fcrimttJmiztii-t&fli [0008] 

•fS^tfS^Sk. 50 ^ICtf-Kk^XV-KSrttffl-tSSffiTli. «*>t 
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[00091 *3t. \CX-Yt>M*XY*)9X0M 
[0010]$<i>fc. IC^-KSrJB^&v^ggfcfc^ 

x'V h » 9 xzmm ixmumcwmz^-h® 
[ooiu *mn. immiz&ixKztuzh 

KMtf fcfEf§«tt£ iifil-rs i k £ awk-r* . 
[0012] 

0£ffrr-*k£.ftd'*Skkfc£. jK^teSJ^A 

&£ti®x-t$i? y^-tt^ y^-^^'jL -^k . 
gttS k . jl— Fsm&ZtiKZ- b iCttfSLXKZtih 

k I C#-Fk<3iao3I^£fT3Si^ak*&fc6£ 

w?-9\zih3--<fmii'XTJ>>x'bt. 

[0013] *mHiZ<7>£ d^r#a^SttfcO-C. 4 

[0014] act. mm2 zxmhvmt. &/m 

fcajgffi«k£ftT-*flH^rt^ttT-* k 

-f 6k kite. fg£»S£U:9*Ak«a$*ifckSfc:tt 

ttSk. JL-iFiI^;Sflfc£kJ^J6LT£?;ft.*T 40 

I C*— Kk. -fcyif ; ti'jL-/l/k I C#— KfcOStf) 

[ooi5] xmnmnx ottmwtitt&x. m 

X'$l&t- 9 5:SV i> -5 T if ^TcWgrEtKi 

Btmvvc^SiktfTS. lH»Ttta.-f»HB» 
flBiStfSClktf-eSS. 50 



[ 0 0 1 6 ] ifcfc, H:£JS3fc:*tJ&t6fl<9Hi. 

asiff^t 1 zm&tz k k t> 

tt&k. ^--fmVZtiKZtizttfBLXZiiti&T 

I C#-Fk. ^I^^'j.— /l/fc I C#-Fk<0fgtf> 
a€*ff5®^8k*»&*S£fcr-*fcJ:£i-1f 

[0017] *ftm*z.0>£ ottmmitxox-. m 
[ o o 1 8 1 mou tc«i5-tsfffiB»±. its* 

[0019] *&f$K±C:tf>«fc d &¥tt*ftftfc«>?« 19 

*«3 tc^c-r mm t m&mkmz z t h 

[0 0 20] S£>fc. IISW5 4* 
4I*t-^ k ^g^r& 1 1 fcH. 0*Ak 

fSLx%zti&?-?&ttmTi-i>mM.im&$:mx- 

fcW^Wt-fiWIC*— Fk, Hry^^^'ji-rt/k I 
C^-Kk 3^ ta-i» k<oS<oam^ff 3»ft#8k 

[0021 Y*9Bmz.*>X ^^^RfcWtfcWC. IS 

*«2t««^56WkHfll=S:^a?rft&Mi#'?>^ 
£kkt>£. tS^t^-^flFSr^irASrfiiS-r&Clk 

[0022] mxm6£W&?&%wt. 
mmi~-5£.*tm&m£ts^x. ic*-k«j. 

[0023] *%H8«^OJ: 3*#R*Wtfc»T, H 
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[0 0.24] mmi^nmhmai. ±vm 

Hfc-toa^-fttsiitfcfc. closes *ifc±ffrr io 
-;i^fc oia^a©*?? 3 attest a^&s^frr-* 

[0025] *mm*Z.<r>£ o =Sr#R* WW^rc. 

[0 0 2 6] »Sg8CttJB4-&JMia. £flqi 

J&Srffd-fc^i:, 3>bfj.-^fc. IC*-KtK 

fi^-SS2<OBt^itS[a5^=&-<fc«>filiTiJO. 

m<r>£&T-9 1 zm&th tki>£. J: o 
#Afc it^S *ut i: S fcU» 2 eOB£^ftS35fcJL~ 

[0027] *f6BHttd^) J: a £*a£m»-tttf>t\ * 
a. 

[0 0 28] £*>fc. ll*«9{C«iE-r&%BBIi. 3V 
JL-if^Aoo^y^xv-FfciOm 
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J; D*ARtf*R^aSfufci: SKJi. a—PBS* 

[0029] -nmmzmz. o ttmmit&T. m 

[0030] at*3Bl0t»JB^SISBS 

[0031] *fffiHttC:<7)J: d^*a5:^t>tWC. If 
*B8 t^aL^frx-^fc J: 6 i-inSSy^xA 

h. 

[0032] it^Bi i Miis-t&mHi. m% 
at . t&imzzivtmzfmktzx o 

[0033] WJ: o IS 

[0034] iJCK. IS«« 1 2 £*»&r5S|HJ§li. IS« 

i^jd-ty^i^th^y^-^^—t^X'hh i c^- 
[0035] *f6HBJiC:»J: d*#R*R»tfc«)T. IS 

[ 0 0 3 6 ] fl*« 1 3 (CttJGtiXMtt. IS* 
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[0037] *mmz<7)£ ottmmvzo-c. m ^4^^-^. o i ca- -byir 

*«5t:^ULfc^T-^fc:J:SJ-— •fUgi'XxA *Sol->K 3^-? (PC. ic*-h*U-r/ 

tztstti I C#- K?)iM££|gE£ii:S £ kim £. **tr> » 1^-><-lwVYC«§tLfc. <fcfc. I C 

[ 0 0 3 8 ] $ H*JB 1 4 t^lBf S^Hflli. 19 F»«^X-rAt4JV»Tfffeh.*«a <£ft (2 

1-1 3 t*f«"tSI|BBtci>V^T . ffigJSI^K £) r^BB, 8&£it«) HifOT^-* 

8«¥BK:J:&T^A9«^tiiSIC«-K [0046] 01 50^-«>f*^hy^«tlBS-*fcI 

[0039] **hb«^<oj: ottmmtt&T. m jt£I£*s:>k*h-c*s. 

&m3^-5&tf&thmx?>o*>. $t>£mm6<r& [0047] hi 5^t^ms^y-^o*>. 

[0040] ft£Jll 5fc*t«-r&f6H»i. £ft ^«Slfc:«|:oTIC*-HWHf^r#fl©$-?T3ii:Srft 

lootiixmuizco&o&mtmtfzn-e.m [oo48i«t=. n-«it*<-fev9\ pc)*^ 

3c«8fc^Lfc£#T-*fcJ:&Jt---- 5£^rC<£JMt£T-J> & - fc . 

[0042] *-V£±{*T-f&m+&i><Dlifmi'ATJ*tL 

xmWth . [0049] £fle5«-*«»l: gfetMHUfc-o 

[0043] *3&HJJJi. 1-Cfc^«;J: ofc. 1 ) £fr 30 «**>7t-tt0«5>*-*rt' ( I ca-FXtt-te^ 

<:fc. imtLXH*). JbUl) . ha/ktflMtfc&'K -Mf a>Jf< t>A<?& 

[0044] Hfc. Wmt>\t. tftx-^ti&i- LfcttSOdfcT&S. CKOBrP^-ttfc^StSfc: 

x7 L A^«^-«itf±Ea»$-ies-c& &H:-5i,^8 [ o o 5 o ] i ? txm 1 5 i fc. Wffl* 

-cA-^m^^M^mtim^tiWBstt assi*. hh+. r P i Nj fc^t^t>^i. 

\.W§$:'MlZ-£&isXf-J±-C$>Z>. CKDv-XxAtV^ [0051] WT\ H 1 5 t^t^ffi^XxAfcl^L 

Affii22rffv\ ^w±T' I C ft- Y<r)±M£nr i J9)V&%> rAtco^Tm6<^lflSJBS*^^8<7)^WsJB®tiJV^ 

[0045] jH$W. A>f3M MJ 7 X £31 [0052] (^5J^ 1 <rm&.<mm) @ 1 ti*%Hfl 

ffl$-fr>t I C#- HS^vXrA (BIT. #t I Ob- 50 tfD®l<o||ttc7)»®t:^S^T-^^J:«»J--f ! i^ 
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[00 531 rcOi— ftmtsXTMi. HI 5<0«ffi STfcO. B?ynMi£iSfci>^<£frT-?tftfKa5 

tytt^-'Hah 3>eW2afc. IC* [005813*. *W»tCiJV^T. W^WS-tt* 

^ty A -;piaHT^T-^fiyti:!!^tfs«:ff -r*.T#a*&;b3tu a*. *<mmz-%hmm& 

i att. -feym i i: ; ^fettx-^tmat 1 2 A-;i^£Ti&aHL£#. i c ij- vm^^x^n 

mam&i 3t. mx&mmiAtfrw mmw££ , )mf>'*-&i^#>z>zt#xzz. tt 

Sol-;H afcfcL CPU. ;rf*ytss#rtm$fu *S #fi8U:fcSltfi*D. fiM«IHItf^T«*«**J:3 

[00 54] ZZX. -feyiM 1*±. £fta£fcLT«t [0059] tK. &m?>mt VX. #fcBMW 

t-?£«B£U tf^Ai^S-fl^-Sfcfct [0060] ifcfc. aye*— ^2afctt, a-eyFlfi 

-rs#a-e&£. a*, xmmmmi. mswmi 1. rj>t A -^2afc»iic^-Ku-^&7 

-K3at:aj*-rSJ:dfc:^:o-CV^5. [0 06 1] $ £>fc3 y M ^.-9 2 a{±#tcH*U^ 

[00 55] ZZX^ -tyrt^.*— /H aB. *>\ ^^-^S^WT'jy-ya V7o/?A^ 

rtfc^<tt>-fe>^-l lfcggdifSSl 3 ^j$otco [0 06 2] ^f^-*7 h4-CttJgtcA~?-^E- 

J**-* 1 a tVW&flfr-9 tm£§m& 1 3tf>»* > v 3 -y ey^**TS S «fc o £5:oTM6 . 3 
afc*»t*Hr>^l llS^^a^l^-yT^ICtCj: 30 30 Sfut^-y-fe— ^'TftS^ ^*r&*^«gg®<7) 

t. z^mim£mt:mvht.±#T-9B£i3i [oo63i ic#-K3ati. mgs&mnt. m 

1 2 . MStmSZ 1 3M/T3S3£mf&fftft 1 4 ^mWS#lS18i:. «»issati9fc. tf^Elfia* 

[0056] tJt. lJ30fcDS-gll2. 13, [0 064]a^8Sia!17a, -byftya-zHa 

1 4£ l^-/r<0 1 CTffl^ L^ri fc Sfciffi? frb<m , &cmi: I C^-HrtWH^S^Mg^l 
tt£H£-f & ,1 t:-5»'i T „ Mitf^XV-H 40 8t*aft$n>tH^S:^!l tJt«L. * 

m^-rmmtz^mtfi^itti^^iix^t<ox^ ^y^-tvi at i c#-K3 a«. *A&smzti 

ffimt&mm it>iftiam^^±M^xv~ vnm Kij>Gif>nmiz*>**i'*-wt> i c 

IX I C^- ISIfrrS^tt. -e<0f-y 7^8 h . I C Hffl^)^^^l«-»r 

37yH?^tMi?t LTA^J LXW>X<m V x.-)\M<Dm&cmt m-XS>Z1>\ JSLMi. *> a 

#mfrt>®t>ti&Zb&j:&. z<rmmWnrth<r> o ifUN I xtrmsn&^^v-H^i dtc. -by 

[ 0 0 5 7 ] tti , 3^Ht»®c^©^ x ttP 50 fc*fl5LTDt-<0 1 C KrtHSX^J^WC-r & J: 



13 



(8) 



ttBm 1-14 3833 
14 



[0 0 6 51 m.W2&l 9li. v'Xrixffiffl^-x- <m££.Tmittb*) M&HtttlH 

•f*ATi>hZb<?immaimwm&17i}>t>%V [0 074J ifc. Xr-yTSTSfciswc, 

iscuziji-*. i^-y-t-j'tt. mt&*Mm± nawsssiu tm<wmi±'t>±zti&. 

0Mm*»/±- : J-ci>£^i* ttfiiimmmom [0075J ic#-K3a<^g*iBia5i7(c*svvc 

wcfs^MWMTdkfcfcfc* ^-r-fe-vaj^ai ti&maixh <st7) . *A8a#£$*iiu;r*tf> 

6<Olf«^7nt:^ V*-*? hiWW-t*t-*t 10 ^StS^fflSBl 9fc»»lS;h.£. 

m«A£££ fcSSftfc* * *-y'c fc l/CHttrf [ O 0 7 6 ] *Ailgo^££WyBJW!iS» 1 9 fc: 

£ . J: 0 . * -y -b- vaJ*S5 1 6 »h<mSMX i m£2rt 

[0066] &(c. EU:WJ:5fcffiJ£3ix*#f^« vvc**4E-yCjWMWS*i*l:fcfcfc. 

IMW«VvtK»*4. iSfAmZtfffbtlZ (ST8) . 

[0067] ±ELfci dtc^ftr-^tciSi— 9^ 1 0 0 7 7 ] d o l/CfmSfiiSgSta:* -y-fc-s/c 

[0068] m2ii*mimfs i <7mtmi^iwmv 20 [0078] j^Lfc-tofc. *fy9§«o^9JB!Bfc& 

[00 69] CKOKrfmCtt* a^^ttTny^A- «#&1 2 t4*x-^tcJ:S!S^fi : d!a-&lt«Sl 

^2akltW<-yf/l'3>Ki-^ £ 3fc£^— (O^^t^i— /H artfcfittLT£ffrr 

&fc«/W-*/W*wl/^8LT!tiJi&!SA£LJ: 3 tfO. -fey-ttS^-A-l a gftfc^B* y/*-1t£ 

[0070] jL-if«, K-^/i^E-^ttJv^Tiaf.a -re: tars „ iMvcii£*uc i ga^ft-f-* 

ytjL-^2a*»feavyH15*«-b>^- ; E> ? A-;H 30 [0079] f^A^MKRfefrdfcBLT^tx 

a St/ 1 C#— F 3 afcifcJj 3*U #S^3^>?t*# V- YXWi< » *A^<^««t=*^§i— fW 

3yt*-:?2a±fc3:$*i.S (ST1 ) . g£-t£J:3(cL-tv>Stf>-C\ «*>TH9ltttf>gv**A 

[0071] .Id?. IC*-H3a*J^XxA{C5«f 8g*fr3<Ii:#T£S. \Jztf->X. mtflC*- 

Aotf&£fc:li. 3yeW2aK r i c*-F*f» nMtt&U:!). £i*l*:*g£-et>SS3£fc:J:&SJfl£ 

i9IC*-H3a*qfA?nS (ST2) . SriJ. *- [0080] *yXfitll KdftftSl 3 

hmfc#V^>^*-?2aa>*>iiitt-F3attJ» ££&Md*M>*. *<7*^£;<X7-F£JHVvt88i[ 

j^AJSia^siifcifcjWia ovyni 5) § «sa»i 9«fflarrsJ:3tt^T. *A£ie&L-t 

tit. frbT : sf)\&ttZ*T<?>!mt:3&£fioZttf? 

[ 0 0 7 2 ] jl— f^a^&Sr*^^^**- 40 # . 8«>T** * 'J7 1 4 <9K<^ I Cij- Fg^XxA 

;HaW:ytl lfcffLSTSfc. -fei^l lfciS SrHS-rS^a^S. L^-jT. fltttf IC#- 

£{*»5&& s HfT$*l$ (ST 3) . F^tofcv'XxA^flo^titiid^fc^ifeoT 

[0073] iJCfc, aS^^-feVim^tt-b^ty fi^tt&*T-*£#S.r 1 iftOW y-fc-y*C 

A -;H acos^tmsi 3ttJV%T4«cr-^i:lf& £iii;frfS.rfc fcTSfcv*. 3r*i. 

$*i(ST4) , *A*«ilg$tUitr (ST5) . Wm^%3Cmwm8iL%^Xd£lCji-r3a. 

*-F3atcai*Stt.S (ST6) . ^*J, [0081 ] iti. *mt&m<?>i'Z'rJ>?\i><4 

l±. t^^XxAfcfctt&^XV-F^-A^fcftb b U ^XSr«fflLTV^<OT. ^X7-K^^EeLT 
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&-f-?ft#£! 1 2 . ggdJ&aS 1 3 . HSEfc^teWl [0088] -t£*>*>. Hr yftva 

si4. a^saas 1 7 . ^^mot&tts 1 8. sts -;n bctt-ty* i i <7>*ttmvt>tLX^& . 

saaasi 9atm?sNtfiy$a52o«o#fl}jssft^0ifc i c#-f i bca. ^*r-^«^i 2. msxm 

0 v 1 aatf 1 c^- H3at ^13. wgjsass 1 7 . ssstsiigsj 1 <zmm®m 

sgLfc^T. imm&fo. i c*-H«jaj:o^ #32 o*Kit6*u ztiwm-i c*vzrmzm& 

mL<mm&^£MiMm% i c#-F*&frts -rey*-/n bcii^ftrat-igv 

xA£#AT#S. 3#I C^-K3 a± *u ^ 1 <O^M96S"CH^ Lfc X o ##8"CW:? V>*— 

[ o o 8 3 ] $r*j . jjawwra*-*-* >v*-)ve i o o 9 0 ] act. eLto «t ? em3*ufc*fgeBe« 

SET (Secure Electronic Transaction) OHAS^ WtfclZ~O^Xmffith. 

rtmA&%z.t>tiz. sEw&i&mktr-viismtz [0091] zzTi>mi<?mmmtmmM 

w^amx-hz *>*. mm&mt i c#- f ( + 4±«v^-f-r n^E-*^>r ^■fext t -o 

m*M3i£tSV& r^^g^BTCS* J *>«UIfc:#f6 [ 0 0 9 2 ] B4 li^mmmcomim^Tp-mimx 

[0093] HHlC&bvr, Xf77STl 1KST 

[0084] a*. *nK»®ro. £M?-?t lx i3$x-<vmimi<?mfflm<m2XT's7ST\ 

&m>F&. mm. m^sm. ^^xsg^^flcr-* [ o o 94 ] &tc. -b^^^-yn batistes 

tm^&IS&thW&t&Zk&XZh. ifc. iifc*>^««^IC^-F3bt^iaj$il& (ST1 

llfcIC#-Fl**9T^/l*fe«&atfrl9. 20 4) . -fe^fiffi^tffi-^fcl C^-F3 bTli^l 

< -rs i fc#-e# s . 30 orimfztih ( st 15). &t>. ^cT^jastt 1^ 

[0085] $£>fc. 3|^|MsJ»)yXxA-C<i. -b^ Cjfr-F3brt«*TfrWlM>'t\ 

"ttS?a-*l a?>4iflcr-;?##»l 20gl!W>4i# 4iflcr-*#8a5 1 2<r&fcr- 91U C# 

LT*f»fC&< . m'UpP-v'XxA^ffim-C^ £ J: [0095] 1 D*Afl^* s £3il& i: ( ST 1 

(m&&2<rm&fflm) m3\tmmm2ffmt 17). armimmrntm&t^ TiSfnmzmi 

m®£&t>£fcT-f£X »f«g^X-f AO- bit ( ST 18). -/-fe-^CtfA— 

H^-rUMcST* *) . 0 1 k H-at^fctt^-flr^i ;i^e-;l^{H*$n& ( st 1 9 ) . 

ftLTllBH2r««&L. ZZXltm&&&ft£m*X<D* [0096] ±3*LfcJ:dt:. *WWrmk<r>%m£L& 

^acs. 40 ttefcT-ftzxiz-— rm&XTMi. m&m& 

[0086] dc0i~ fUBJxX-fAtt. Hl5^>ftM 1 3t4i«CT-^«m31 2£B-<DIC#-F3bfc: 

^xAWd^TjtglC^-FS-C* 1 ). «lfrr&i:fcifc:. SiW-F3b»B^y^-eS:© 

a-;Hbfc. nyta-^2bfc, IC^-F3bi: <tfc<0T. ^(*cr-^««feBitt*^i^S-t 

;H b-Cli-feVlf A*1f«Sm<0» (fS#^^5^ — f^7C<0Wa«H ( I ca-K ) tSV^-C^«lfc*« 

;WMIt4tf d ) S-ffv\ ic^-F3b»t«=&SMIfc: ge^^T-^Srit^fflSSr^S^rtS^ tt« 

[0 087] 03fc^T#fl|j£tCtJit&-fe>^l 1 . 4 fflA0r^rr& I C^-Ft-fe^WKOiS^ 

«cr-^«i$a5 1 2 . g^saas 1 3 . aasaas 1 ss^-t^-ci^i^ifcv^^. >(mMzi>mig& 
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[0097] a*. mm&&i3tm&9m$ti9W 

[ 0 0 9 8 ] ^QtegSO^xA-di. -b 
rtrfrT^&OTT*. *ytt5'*-^l b©flg£/Jv5< 
[ 0 0 9 9 ] Tjflg I C#- F£ti!SS&Se*t LT^SI 

#-F3bfc£<«H8IS <£ttr-**». SS^tm 

3. m&m. m<mm. ) i c# 

£Lfc#JHtf> I C#- F£ISfrtS i: J: OSftHfl^^ 

[ o i o o i srii. ^aegjst ±m%9&&mt<m 
h. 

[oioi] (w%co®3comfccrmm) msizxmi 

com 3 <o|Qfc<D»!8fc:#S42flcr-*fc J: S 

yxfA« -mz^mimxh o.mit ansae 

[0102] ifUgyXxAtt. @ 1 5«7)iSffi 

yxx-ktod I Cj&- F tf-f-t ^TiimST 

1 C#-F3 c fcj&»£>*tj£SiVCVv&. *^X^fAtT 
tt, •b>^^> ; J L-;HiT!S^tf«*fiV\ IC#-F 

[0 103] -fe^irfcSoL-JH c«L x^yHroy 
ST&O. -byiMlfc.H^f»«a513fc. PiSSt* 
m#314i:. fi^8Uia521i:> g^««#322 

[oio4]££. ic*-H3cs. m&m&i7 
mm&20k. mmftf-^fl^si 2 b ta^ 

c#- F 3 c list* y /^-tt<0f5v ^ISj£ btc-yX^h . 
[0 10 5] IC*-F3clct>»tS^<bfefrr-* 
Ml 2bWi, ICtf-Ffia^&^ffrr-^tfg 
^|«»S52 2tfitt$tLSS^rrg^T^6 J: at 

[0 10 6] &tt^ -fe^ti/jL-iH c<7>®ifSI33 

2 Hi. I Cij- F 3 ci^gWRofcB&^feflcT- 
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9 2 2 tmbztL&m^i&vu^ txm 

[0107] n>'t J L-rj'2cii. mi^mnsB 
[0108] Zen* o £m&ztu&mtco$ffi.<mm 

[0 10 9] ^^Tt,mi<^)ll*»gSi:P«^^- 
10 TliW-S. 

[oho] men^mmm^m^m^-twmc 
t>z>. 

[oiii] mmt^rfimmmr&ftT-ftxh 

j.-^sm^xfM.lzii^X. a-?vY$tfi (ST2 
1) RV ic#-F#A (ST2 2) . Mtffcu -fey^ 
fcJ:6£fc«5&&*fT*>*l. (ST25). -fey^S/i- 

5P1(ST2 6~ST31) ti. @2fcJfrf®l<Z>^Jfc 
J&mP>&& (@2 : STl-ST2MtST3~ST 

20 9) tmmxht. L^ot, ^£^?^-^osfta»iiKBf] 
[oi 1 2 1 ^as^s^msji. ic*-F3ctc« 

ftS^lg^ft&ttx-?** IC*-K3c ip^y^T 
1 c {3&tf}$;h.S i: fc fcfc < ST 2 3 ) , * 

i&tfBHi«R&g2 2com^sit:j: nm^ti < st 

24) „ ATvTST26<m&§m£&&Ztl&kZ 
[0113] #Ai8g&tf 

30 zzn£o%mfmittLtizktzj:?>m:£.^xa 
[0114] *micomtM&m£.®&£&T-f£ ± 

xs^jWMs) fflffi&ft^ I C#- F 3 c fc^A^ft^ 

s;*~*lc£T13dil**fi?.k3t:U S^t-by 
•^sor.-* 1 c£tf IC*-H3c fceUH* 

[0115] **T-*«ni#fl:?^T i c*- 
ev^tt-ct ^x^--^jan t msm ( i c«- 

F) £m^X%?Z>Zt&X£. ge^*frx-*Srfi« 

[0116] S^K. ^^IMSBSW^^i^ 
50 vnM ^ h»J^X-by^ «JS=S:i:') li*0*# 
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Zt£%Z.£ttftZ>t. tt«ftlft£4>4«>'f | Tt>ftQ [0 123] CI<^i--^iti2^XxAJi. @1 5<7>m& 

[0117] LfrLWt*. mszmm.£.m®ic*> -fc^ts^-znd*:. 3ye a -^2dt, i 

^<tg#T&9&#£^&**^yx4£«o.rfctf) ldfc^ttx-^fcfiaSU nytTjL-^ (PC) XM 

x*hmtLx.*>vmz.^zixttw%m!zs.~>x 10 -&ttnsrfTd. 

AfcfcvO**. ICtf-h'Sc^ttr-**** 1 ). C#-F3difldi. gl3<OHM0KB?>I C#-F3c 
[0118] U:#-oT. *HM9BS^)>'XxAli. ^ j8BStf>-feyire^jL-/H bfcE&fcfl&iiSfVO* 
fc#<tftf§55r (WfA) [0 12 5]*^. 3^-? 2 dfc«. ^1<^M[ 

fcfc'U I Ctf-K^&T-?**^*^^* 5 fg&2 3 b LXKbtbtiX^l. Z<om&m& 
g£fflfctf^ixfcIC;&-Kfc$£fc4ifcT 20 23Ji. !B£iHlca51 3fc. ESBt^flfcfcS&^i:. 

-^sjwwtyasBiiisftTv**. mv*rass2 1 g^afia^2 2i:*»t^oTtj 

[01 19]flB§Wfc:(iC:^tyfcS^«Hlw»4M± 0. DLL (^t$7^ JJfvV) tL 

^-FStf^tclfc^LKI C#-F<OSft3SB#g£ >F#X?-F Lfcfc ltW>tWtiS7o/5At 
<DTI C*-K3 c<oa?fi>h$< . ffi9WryXfA [0126] 3 £18j£3iX3t*?&ffl«^Sli«WK® 

Lxic$-Y£mz<7>tfn£L^ztimi<rymtffi [0127] msa^msmsnDmfm^-^tiMv 
mtm&xt>&. 30 

[ 0 1 2 0 ] &t: . Bft^«cr-^ttftia-t<oi £^ [0128] Bgtcip-ti 3 tc. ^mmme^—Fte 

U>0)£ IC^-K3c3&>^>-b>^ ; EvjL-A'lcfl|t g^xAtt. Xf7 7"ST4 3~ST4 8?>*Sg#-fe 
goT^S**. §^r- ? £ R-co-b >-»ttff8lig m^HH dT=5r<3ye A -^2dCJ:i)«L 
»tWt^v%tv^l^^^*iS-!S^fmS513l*)fcg <Jiaye A -*2dfcttLTfr*>ftS££l&M^ 0 

m®'U V U ? X-fc >^^<7>fP8£{±^3l#J> [0129] ±3&Lti X 3 fc. *&«Djtf)£ttW>S88fc# 

ftSd k»^if^rO#3:^*>^-C*.5. £<P3-<?5t- * 2 d<z>rtaK3&&«fE£52 3*mit X o izLtxn 

^jE^ne-^fc'Ciotgar-^ (41*^- 40 fc. flKttwK^AW^Slg, ^*>^ICj5r-K# 
*) *7&LlzmA%(vmZimT£Z>k»omi& »*Lfc9. ££ftfc^Tkm3#fcJ:S3graoBfrjt 
Jfflf*3*LS . $^mt Loo. dix^^OSig-JrfSWl^N- K->XTT 

[ o 1 2 1 1 =5r*> . *mmmt ut&mmmt <m ^xM^mris^^&f^^^^b-rh^ t* 5 

Tfc^fcL.T^^iiSt.WCifcO. ±£fin*HO|li6 [0130] *HH?KSi:JJi=S*te»®i:<0H 

[0122] {mfoft*<rm&>m.) mi\&&m mrnxmrnL^maz^xnz z?imm&6-t 
yx^ffy-m^tmmxi)^. mitm-wftiz » ioi3ij {m\<n%,5mj&<mm) H9<±*^ 
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[0132] dcOi-inO^x-rAtt. Hi 5««ffi cOtfrT-^A^^^-TV^. 
^XxA«3^tf>IC#--FH*S-e* , 5, nyti- [ 0 1 4 3 ] HdHttflO 1 ali. Mfcr-ft^W 



[0133]3|^|M9B©<7)IC*-K3et:«. -fey^ hfxT 34 atSW^aiAtS. 

1 1. ±ttT-?«#&l 2. HdMHSl 3. [0144] JJUb^J:3t:ffiiat$tut*l|Hgc^ 

hay&mfSJfcyy 1 1 t>^»r i c<*> i ^--/Trtttt iM££ovvta9ft-a . 

#>e>tlX^&. Sfrf'-*tim*>'*-&&Wb [0145] 5H\ »ty7h->xT34a^V«) 

OII»jfiiWt6*l , C»t . [0146] <^fc!S^-ft»33 1 afcj 0 v ttftV 7 h 

[0134] 3rfc. 3^-?2eli, T7-»rX*tm ?XT34 a<0^«^£^&Bf^^ftT-*:tf£ 

tflC*-V3eO*Tf>Z>ZtZmWimi(Vg]m #T-:?#^3 2aa>S>lg*aS3*U *Jjaf*M 

[0135] Z<7)£ o ICm&ZtlfilZLftT-flZX So- [0147] <Kfc. -fc^**^-* 1 f fcJSWC** 

-i«igyxxAo»mi. -fe^-i lif** 4 1 c*- 20 ^ajass^yea-^fosas- 

mmmt pht?&« . [ o 1 4 8 ] m^mm 1 a-ca* g^NtsftM* 

[0136] jbi&Lfcidfc. *mwmtewm£& ?-?t. gmtttywrnzmsL. ^tahs 

JBS<9«j££qrr 4 I C#- KfcS 11 ZWt A>5*»£flS£r£ . n/^^U7- 

{ttiBEeOsV^fi^T I Cjfr-F 3 etOlWr* K3 3 a. g^£ftfc4;ftx-^&tfS®L£*>~9- 

^fflV^fcl^ii^H-CftOvyT-^roha/^Jii: 30 [0 149] Jba2SS£ft£e i 9 . V^h'WTM*) 

t-TSClfc^^S. T**i:«B»*L*i:» Steft#»3 1 afcj: 9*<0W 

[0137] (»*0»6*>2ai*»Bffi) *$&mm tfgmt&V7h*>3LT34BL£.fflBlZtlh. ZtltZi. 

KlLtZ'WtthO? ^xtci&ffl/JgamatS^x [01 50] _B£LfcJ:5fc:. *fW*0H»<^@fe:« 

tttOiJS^HSJSf-SClfcSK. tfc. £f*T-*#« X'7-K3 3a^A*-rsC:f:fc:J: , 5. iio/*y/t 

ioi3 8imioii^mcmmeemmmmtzmh 40 iiiidt^xv^wr. /txy-F-orefliah*: 

mvh*). mitm--ffi*tnim-'W$t:itLxwiwt: t#T$. i^vyhVxTvmm&zh^hztw 

[0 139] KOi-fM^fAtt, -fcy^Sot [0151] ^XV-K^iSffett^'Jifc 

[0140] tm^-A-l f S2Hi»Bffif: fc«>. M^a^STVx-FT^ X^^K3J«$*ut^ 

[0141] 3>ta-?2ffcll ga^imS3 1a [ 0 1 5 2 ] £J3. *HH»©T«. V7h«>XTffiffl 

Bf^fl^ftT-^«»»3 2ak. X^y-y*- 50 ffl&WtetXmtylteifi. *JHW4V7 h^XTTSSlO 



?2efc. IC*-K3ei:*^««$ilTV^. 
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[oi5 3] mi&xmtimnti&izm^xjL 
««sua». yxtryrsfuty 7^x70 

10 1 54 J ( %BB^m7<0Htt<0JB©) S 1 1 
a^XxA<^-0!i&^r«jSH-C* 0. Hit 

[0 15 5] CKOJL-img^XTAtt. -fey^ioL 
-;H gfc3ytTA--^2gi: I C*-H3gk*»^>fl! 

[0156] -tv^ioL-jn sii, &2$ammt 

[0 15 7] 3yt^2g(31. «H^tt££S3 1b 
i:. i^9«mV7h^xT3 4bt*^Jt4>*LT^S. 

[0 15 8] IC*-K3gWl m^tt.2tUZ&&T 
-^5rfi^rSBg^^*T-^fia$a53 2bfc. 

sryytxv— Hfl9$S3 62:Wt^LTV4. 3:33. 

[015 9] 3yti-^2g««S^imai31btt % 

starts. 

[ 0 1 6 0 ] <*fc. £Utf>J: o fcffij£3ftfc*8«9i0)fl 

[0161] t-f. IC#-F3g#lfA$*l.&i:. S 
a*«Ry7h'>xr34bt:J:0 I C;5r-1*rttf>o* r :* 
yW7-wmW&bti. HdttJHI3 lfc*A«^ 

[016 2] gj&^y 7 h ^17 34b iZ&mZtl£: 

[oi63] ztihrtmi&im-ytimMm&s i 
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[0164] *XT&h^himmztiiM£Z0>wm 
«>i7 3 4 b«enfiw$iii . 

[0165] _ki£Lfc ± d fc, *»W<0||M5<^Sfc:^ 
* £ * * ^— WBB'Xr Att, I C K 

3 gtr3>e J .-^2 gw»Ar*«f»tr, ttfftrtf 

[0166] 3yta-^fcf5^T±#f-^ 

[0167] *i5. y y h wffiffl 

20 h^ttf~Z^h„ 

[o 1 68 1 wmxmmmnmzm^xi- 

*<^-lW^«H£3rt- & y 7 h >)X7(0 'J X 
If. y7h'>xTiSS«ffc:-'»4i*ffl^i-S^36 S: 5r 

[0169] (wmm8crgmcr>T&m) *mm® 
30 ±ikif-9 iogskth ztizx*). mmmo***. y 
g^x-f a sneers fc<^T*>& . 

[ 0 1 7 0 ] H 1 2«*?HH<^8<0ftifc9^fc8S 
[0171] i«3L— ffl^vXxAti. -fey^ti/'A 

40 

[017 2] ■fey^^> ? jL-;H hli. m2HMSJ^i: 

5. 3yt a -^2htli. K6IHni31cj:. Bt^ 

fl:7^^A3 7*^^><lTV^. 4fc» IC*-F3 
htll 4iflcr-*fiUta53 2cL B^tmi853 8 

-Kr-fX^5Wi. t^v« L < {±fe h%h\1n 
7T>f;P4 0fc. B& v£ L < JiS LZCDlitf)7 

50 [0173]S^lt»31cll Z&T-ft-tyy 
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fmt frhJ-— fXAtmz u B&^fbro^^A 3 7 
^trB&^tt^S! 3 8 17 r 4 /w&^K»&^»r<Da» 

[01 74] Bt^fl:7-Q^A3 7li. MiVrA)VA 

[0175] Bfr^ft£SS3 8»i. Bf^TU^A 3 7 

[0 1 7 6]$*. IC^-H3hBaV«^>^Ht 
[0177] ifcfc. £Ui«i ^HfflJjc$^*l«8^ 

[0 1 78] HI 3i±^^Bim)^m^^^^Ux 
[0179] t-f. BfUfcToT^A 3 7Wgfl)5rO?ft{? 

-r s ( st 6 1 ) . Bf^ttTo^7A3 7im&im& : 

[0180] tt.£ft\Ztl*: I C/r-Y 3 h*»&£{frr 
-^*«SMW331ctC||*JR^tLS (ST6 2) . 

Ji^3<0Htt»Sc0*^Cie^b$^t>O-C& 0 > 

[0i8i]<fcfc. -feym ifc.fc&4ttffl5&Sf s fT*> 

*U -byiHSffiAHIIt&it^S 1 clciSUiStiS ( ST 
63) . Srii. ^(^tx-^WilS*^^^^^ 

[0182] ifcfc. SMtt93 1 c£T£*T-?fc 

AT&S*»5**0iOa s S:$*iS (ST 64) . Srii. 

[0183] JJEBW* LfclSS. ^A-CSrWltfx? 
-^LTifcTU *Afc«33*tfitf. -e^goiifil 
jWHWfcro*<? A 3 7&tW!it£a5 3 8fc£$*t& 

(ST65) . 

[0184] Ztl£*r>X. VS4ltTxiyyA37mf 

B^tfm«38<oj@at#*rru yr^n^mam 

ijmkZtll (ST66) . 

[0185] ?%h*>*J}y t4 )VA o im^fcroy 

7A3 7t:|^a^(ST6 7) . BS^fcglXttg 
^-fl^Bl^llff^ilT (ST6 8) , Zcrfe'jgjr&J)? 

Tjjwz&Jizti (ST6 9) . -immitmi'-t 
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[0 186]iKfc. X7 i ^rST68ttJttSB&^fcSa 

[01871H1 4\i#mm®£.mzimwmz 

[0188] t-f. Bf^ftTO^A3 7fct}^T. Bt 

^oat Lraa^i^^n ( st7 i ) . sstaa 

fcSti: lxm*&*tit:%fttttt&T-f 
^HfcSilS (ST72) . 

[0189] £tf«y&t±IC;$-K3hrttf)llg*lfhg£ 
) 38fcj*HS3*l. (ST7 3) . Zcr>mmn&3 8tZ}5 

^xm*mm&3 9 rt<onf*fsifc:J: OBt^fcSfi* 

(ST74) . 

[ 0 1 9 0 1 v§mtLmmivm%&3 st xr>x 

n y t; 2 h aWf-fETO^A 3 7 fciSitiSfiS 
(ST7 5) . 

[0191] g^SixfcB&^flayBcli. ^ft7a/7 

A37t<t^tXf77ST72 ^X^BS^-fcUifiS 

LTftJnSiU ^frt lt— owes* 

tf®!i&tl& (ST7 6) . -r&*>^ ^T77ST7 
0 2Tflft^3fUtt>c05rBt^^t*«ci:U. Xx-yTST 

[ 0 1 9 2 ] £ 0 bT^SflfcB&TO^-Fr -f X 

[0193]- *\ Hi soxryrsTestijtfS 

[0194] *?fcbfc*-*\ Bfffl:rn^5A3 7I±. 
g^M^BS^-^fctSttS^-y 7W*£rBfrtthg«3 8 

3 9(40070?*-*. 

[ 0 1 9 5 ] Z o LTS^fifcfiBBtt. 
^fc«^£B&^^&<9Cfflvvfc»i: LT«39JtC& 

[0196] ciwiRoas^iiJtajfcw^tt^isss^ 

^Bffft;Ta^A3 7fc:^a5$nS. ZnftMZgm 
LfcBf^kro^A 3 7HL SiiaJSfcJ: OBt^X* 

[ 0 1 9 7 ] £ o LXWrZtlX:¥-JCtf^-- YtjA? 

to stcai^^nsdfc^s. 

[0198] ±j&Lt:£ o fc. *l6^0^ttc^©C^ 
Rt/a&ffl^Bf^fit^W^^^-tt^vU C^-F3 

[0199] ima^x'ii^zm^m&i 
zmmumzfto idtLfcoT. Bt^^38Skm# 

50 ^j^$tLTt^0<OB&^fk««li:S^J5Si^^i 
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[ o 2 o o i s t> ±s.m^$&>mizmi2ti& i 

C#- F 3 hrt<OBff®{i I C#- KrtcOBfifif®&3 
I C*-F 3 h^^tcaajSC: bit 

F3hrtfctSttSilT^6<0-C. Bf^»BSgtt5r i 

[ o 2 o 1 1 *iaa»±. ±M%m&mmim& 
$mt&z.btfflmei>h. 

[ 0 2 0 2 ] gOm£l»L&33isli. fttJ« 

(cd-rom. dvd^> . ^iMtug^ieti** 

[0203] 

#T-9(rM!Sfflmt:mtt&Zb2:*imbL. 3& 

[01 1 *!6W)^l^lS[^»g®t:«S4*T-^fc: 

[02] PHM9gS«iM^!?r^taEh.a. 

[03 ] *^OS2c^ft0M^t:«S4«cr-^fe: 

[04] BI6M9gS<^M^!$:^rSSEh.H. 
[05] *?^&3<^^tf»^fc&&£ftT-?fc 
J: h jl— (imyXfA<H»e *t«fiS0. 
[06 ] ||H^!8<oBrf^£*itSfi0. 
[07 ] *|^&4<0lSfctf^fc«Mi{^-:?fc: 
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[08] mmmmfommi^iwrn. 
[09] ^mmw, 5 w^<m?&£&h$Lto c r-9& 

[010] ^mxmewm&mmiz&h&ft?-? 

iz J: t a.— 9*il^^XTA<D-«Jr^18«0. 
[011] *&9J?>?& 7 coHSfcOBIgt^^ftx-? 
4 jL-ifa^v-XxAco-^SrTirtlf J£0. 

[01 2i *mi?>m8<rmb0ffim£.m&£.ti?r-f 

io [013] Hiafe^<o^*iws-^r8£*i0. 
[014] Hii^st^^s^'fiassi^^taax 



[01 5] A4#*hy?;*fc3tJBS*fclC;er-FS 
^T0. 

[flr^COUHHl 

la. lb, lc, Id, If. lg. lh-fcVift 

2a, 2b. 2c. 2d, 2e, 2f, 2g. 2h-3 
2D ytTi-^ 

3a. 3b, 3c. 3d, 3e. 3g. 3h-IC*- 
h* 

1 1 

1 2-£f*T-*«»aS 

1 3 - 

1 4- -m&emimm 
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